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Introduction

A shift towards digitalization, backed by technological trends and smart system
revolutions has brought a paradigm shift in the working of banking sector. The
banking institutions which were fundamentally labour based are transforming into an
automated ones i.e., traditional banking is transforming into E-banking. Customers are
benefitted with ease of banking around the clock. With the advent of E-banking,
banking services the dynamics of banking has changed tremendously. It has enabled
the penetration of banking deep inside the corners of the country. Banks which were
geographically have become accessible to everyone and at any time. Revolution in IT
has led to ease of doing banking around the clock. Banking which use to happen only
in branches can now happen anywhere at any time through any mode like ATM's,
smart phones, personal computers which the customer chooses.

However, customers are confronted with much chaos as e-banking frauds are
on the rise. They are not only rising in volume but posing in different dimensions.
E-banking frauds are serious issue to be addressed at the earliest. This has to be
done both at the macro level by the Government, RBI and at the micro level by the
individual banks.
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Objectives of the Study
The main objectives of this paper are:

° To study the e-banking concept through various definitions.

. To study e-banking products and services.

. To study the facilities offered by e-banking.

. To study security threats under e-banking environment.

° To analyze the e-banking payments progress in India.

° To law relating to e-banking in India.

° To study the statistics one-banking frauds cases

° To study the guidelines given by RBI to control frauds associated with e-
banking.

. To provide certain remedial measures to combat frauds associated with e-
banking.

Methodology of the Study

The study is based on Secondary Sources of data. It includes available
published literatures such as books, journals, newspapers and relevant government
websites. The study tries to look at the concept of e-banking, facilities it offers, law
relating to e-banking in India and guidelines given by RBI to combat frauds associated
with it. In the light of above we have to suggest certain preventive measures.
E-Banking

Some of the important definitions of electronic banking are given as below:

Singh, S. (1996), "Electronic banking refers to the use of technology which
allows customers to access banking services electronically whether it is to pay bills,
transfer funds, view accounts or to obtain information and advices. It refers to the
electronic services that are made available to the customers through phone, personal
computers, television and the internet."

Rao, D. (1997), “Electronic banking includes all those banking facilities which
includes the contribution of information technology."

Bank for International Settlement (BIS) (1999), “Electronic Banking refers to
the provision of retail and small value banking products and services through
electronic channels.”

Kumar, Y. (2000), "Delivery of bank’s services to a customer at his office or
home by using Electronic Technology can be termed as Electronic Banking."
Products and Services Provided by E-banking in India

The following e-banking products and services are provided by Indian banks to
their customers:

. Automated Teller Machines (ATMS)
. Internet Banking
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Mobile Banking

Phone Banking
Telebanking

Electronic Clearing Services
Electronic Clearing Cards
Smart Cards

Door Step Banking
Electronic Fund Transfer

The Facilities that E-banking Offers are:

Convenience: Banking has become easy with e-banking. it offers customized
services anywhere anytime just a click of a button. With Complete your
banking at your convenience in the comfort of your home.

No more Qs: customers are relieved from standing in queues and waiting for
their turns in banks. With e-banking transactions gets completed within minutes.
24x7 Service: e-banking provides service around the clock I,e,.,24 hours a
day, 7 days a week and 52 weeks a year.

In an e-Banking environment, security threats largely fall into the following
categories

Login Detail Disclosure: The most commonly used by the criminals through
whom they acquire login details like number, PIN which is enough to access
anyone’s account and steal money.

Computer Spy Viruses: These are computer programs which are circulated
through email or other means. Once a customer opens a malicious email a
program is automatically installed in his/her computer. These programs collect
login id or other financial information which is used to conduct a range of
criminal activities such as credit card cloning or unauthorized funds transfer.
Dummy Sites: Sometimes dummy website which looks very similar to a
bank’s website is created by criminals and when customers enter login
details it will be recorded and use for criminal activities.

Loss of Personal Relationship: There is a lack of face-to-face contact in e-
banking, which leads to lack of trust in the system of working and the products
of e-banking. To compensate, e-banks must deliver high value products and to
cut operational costs to remain competitive, which in turn may further erode
the avenues for building personal relationships with customers.
Organizational Structures and Resistance: E-Banking requires many
structural changes in the organization and managerial changes. This may lead
to morale problems as changes are not usually welcomed in any
organizations. The project having change management process has less
success rates.
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Trust Issues: Another major hurdle in the growth of E-banking is the lack of
trust by the customers. They hesitate to share their personal information due
to security reasons. The lack of trust among the customers is also legitimate
since, in some cases even bank people will also not help them when there is
any misappropriation. As such e-banking services are less used by the people.

Change Management Issues: Adaptation to e-banking requires major
changes in the organizational structure. The reasons being technical
drawbacks, high start-up cost and strategically issues.

Ethical Issues: In this context the main issues may include security/privacy of
information about individuals, accuracy of information, ownership of
information and intellectual property, accessibility of information held and what
uses of this information are ethically acceptable. These relate to: freedom of
choice; transparency; facilitating fraud (ethical/illegal activities of others).

Digital Payments - Progress Report May 2018

Summary Data Annual

2015-16 2016-17 2017-18 Growth Rate
April- March April-March April- March
Volume (Million) 7046.6 10928.6 1,856.65 30.45
Value (Billion) 1723425 176,001.51 200,251.32 13.78

Source: Database of Indian Economy- RBI — Provisional Data

The above table shows that there is a gradual growth in the digital payments in

India both in volume wise and value wise.

E-banking Fraud Cases Registered and the Amount Involved Report as per RBI

2016-17 2017-18
Number of fraud cases 7,303 25,800
Amount involved Rs.45.50 crores Rs. 179 crores
(related to credit/debit cards and e-banking)

The above table shows that there is a tremendous increase in the number of

fraud cases registered under e-banking during 2016-17 to 2017-18 and the amount
involved in also very significant i.e, from Rs.45.50 crores in 2016-17 to Rs.179 crores
in 2017-18 which is almost three times increase, a serious issue to be answered at
the earliest.

State wise E- banking Fraud Cases Registered and Amount Involved

States Cases Registered Amount Involved (Rs. In Crores)
Maharastra 380 12.10
Haryana 238 9.16
Karnataka 221 8.27
Tamil Nadu 208 4.38
Delhi 156 3.43




E-Banking Frauds and RBI Guidelines 413
Legal Provisions on E-Banking in India

Liberalization, Privatization and Globalization has brought major changes in
the financial sector. The transformation from branch banking to e-banking has paved
the way for entry of new competitors. Competition accompanied with advancement in
technological development, the smart system of revolution is posing big threats to
traditional banking. There is a need to regulate the banking sector with stringent
legislations. This does not overcome the problems, and therefore there is a need for
introduction of more stringent rules and laws specifically to meet the problems of e-
banking.

The Legal Framework for Banking in India is provided by a set of
Enactments, viz.

° The Banking Regulation Act, 1949

° The Reserve Bank of India Act, 1934 and
° Foreign Exchange Management Act, 1999
° Indian Contract Act, 1872,

° The Negotiable Instruments Act, 1881,

° Indian Evidence Act, 1872, etc.

The following are the obligation of the banks based on the provisions of
the above acts:

° It is mandatory on the part of all entities to obtain a license from Reserve Bank
of India under Banking Regulations Act, 1949 to function as bank.

. Different types of activities which a bank may undertake and other prudential
requirements are provided under this Act.

. Reserve Bank of India has regulated acceptance of deposit by Non Banking
Institutions also. Under the Foreign Exchange Management Act, 1999, Non
Residential Indians can lend, open a foreign currency account or borrow from
a bank in India including from a Non-Resident bank, except under certain
circumstances provided under the law.

Increased Regulatory Requirements

Banking in India is governed through various legal and regulatory
requirements issued by the Government of India and the banking regulator — Reserve
Bank of India (RBI). Periodically, RBI issues various circulars and guidelines on
various aspects of Banking. The regulations may also vary depending on the type of
bank e.g., Scheduled Commercial Bank, NBFC, Regional Rural Bank, Authorized
Dealer Banks, etc. RBI Guidelines on Information Security, Electronic Banking,
Technology Risk Management and Cyber Frauds, issued in April 2011, define the
fundamental information security requirements which all Banks need to follow. In
addition to the above guidelines, there are multiple regulatory requirements related to
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Internet Banking, Payment Systems, Mobile Banking, IT Outsourcing, etc., which may
be applicable to a particular bank depending on the context of the organization and
the nature of its operations in India.

Some of the key RBI requirements are highlighted below:

June 2001 Guidelines on Internet Banking in India

December 2007 | The Payment and Settlement Systems Act, 2007

December 2009 | System Audit of the Payment Systems operated under the PSS Act, 2007

November 2010 | Minimum Check to be followed for the Payment Systems operated under the PSS
Act, 2007

April 2011 Guidelines on Information security, Electronic Banking, Technology risk
management and cyber frauds

February 2013 Security and Risk Mitigation Measures for Electronic Payment Transactions July

2014
July 2014 Master Circular on Credit Card, Debit Card and Rupee Denominated Cobranded
Prepaid Card operations of banks May
July 2015 Guidelines on issue of ATM-cum-debit cards
July 2015 Master Circular — Mobile Banking transactions in India — Operative Guidelines for
Banks
Guidelines by RBI to Control Risk Due to E-Banking
o Benami Accounts

Bankers are under legal obligations to not to keep any anonymous account or
accounts in fictitious name or in the name of persons whose identity is not disclosed.
o Threshold limit

Special attention has to be given by the banks for the transactions involving
large amounts and unusual transactions. Key indications have to be set by the banks
for such accounts on the basis of customers’ data, background, sources of fund etc.
Accounts of bullion dealers and jewelers should be scrutinized regularly. Periodical
Suspicious Transactions Reports (STR’s) has to be submitted to Financial Intelligence
Unit-India (FIN-IND).Again periodical review of risk categorization has to be made.
. Monitoring

The accounts of Multi-Level Marketing companies’ accounts have to be
monitored regularly as they deal with public money with a promise of higher profits.
When banks suspect any unusual dealing like large number of cheques with similar
dates and amounts, should intimate the issue to RBI and FIN —IND.
. Risk Perception Parameters

Customers should be categorized as low, medium and high risk based on the
nature of business activity, location of customer and his clients, payment mode, status
in the society.
o KYC Adherence

The internal Audit should be well versed with KYC policies and procedures.
They should check KYC procedures followed in the branches and comment on the
short comings if any. Further, this has to be noticed to the Audit committee of the
Board on quarterly basis.
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. Special Attention to Money Laundering Threats

A variety of cards are issued by banks to customers who assist in banking
transactions. Generally this is carried through the services of agents. Hence, bankers
should ensure that appropriate KYC procedures are duly applied before issuing such
cards. And even the agents should also be subjected to such measures.

. Maintenance of Information

Information with regard to referred transactions have to be maintained by the
bans and should permit reconstruction of individual transaction, including the following
information:

= Transaction nature

= Type of currency

= Amount transacted

= Date of transaction

= Parties to the transaction.

. FIN-IND

Banks re under obligation to report if a suspicion arises about any transaction
and if required to provide customer account information to Financial Intelligence Unit
of India.

. Wire Transfers

Wire transfers are the mode through which funds can be transferred across
the globe. It's the most preferable mode used by terrorists. Any suspicious transaction
has to be reported immediately to FIN-IND. Accordingly all wire transfers have to
provide the following information:

» |t must be accompanied by accurate and meaningful originator's
information

= Name and address of the originator account details.
Conclusion

E-Banking has brought a paradigm shift in banking industry. With the use of
internet one can easily access their accounts anytime around the clock through e-
banking. It enables growth and development of trade and commerce globally as it
eases transfer of funds instantly anywhere around the world. It has brought new
dimensions to the business. The banking industry in India has come up with
tremendous developments because development in Information Technology and e-
banking is the outcome of such changes in IT. With the advent of e-banking, the
banks have benefitted with less operating cost, less staff requirement and more profit.
Consumers are also benefitted with dynamic services, ease of banking anywhere,
anytime around the clock. However, it offers challenges as to privacy, security risks,
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infrastructure drawbacks and many more. If proper policies and procedures are
carefully taken to consideration by the banks, e-banking will flourish further.

Suggestions
In the light of above discussion over the matter, following suggestions can be

made:

. Customization of e-banking services based on age, occupation and gender.

. Investing on security and safety of customers data.

° Banking staff should also include technical experts in computers to ensure
safety.

. Awareness programmes about e-banking products and services and its usage
have to be organized frequently.

° Special awareness programmes for rural population have to be conducted to
make them literate.

. Government should also adapt stringent policies towards defaulters.
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