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Introduction to Blockchain and loT

Amritpal Kaur®
Devershi Pallavi Bhatt™

Introduction

Initially, the blockchain concept was developed for bitcoin, which offers a
globally dispersed and secure database. I0T refers to a network of various devices
that connect with one another without the direct involvement of humans. It enables
effective data transport that is rapid. Operational advantages in terms of effectiveness,
performance, and safety are brought about by loT-enabled equipment. The Internet of
Things may also be viewed as a single worldwide network. The development of loT
applications also predicts financial success and expansion of the loT sector. The
Internet of Things is an intelligent machines or machines that can connect with
infrastructure, infrastructure items, or infrastructure. In the Internet of Things, the term
"things" refers to both real-world and virtual devices that might be integrated into a
communication network. Dynamic or static can be used.

IOT Security using Block Chain

1The Internet of Things and blockchain are significant innovations which will
significantly affect the IT and telecom sectors. The fundamental objectives of these two
technologies are to increase client comfort, visibility, transparency, and trust in general.
IoT sensors provide real-time data, and the distributed and decentralized nature of
blockchain technology is essential for data security [1]. Simple distributed ledger
technology is the foundation of the blockchain (also called replicated log files). On the
blockchain, the data is time-stamped and organized by date. Using the cryptographic
hash keys, each record in the ledger is closely related to the one preceding it. The
Merkle tree's root hash is stored on the blockchain, which contains the individual
transactions. T1, T2, T3, and Tn are used in the design to illustrate the various
transactions. The hashes of the transactions are recorded on leaf nodes of a tree as
Ha, Hb, Hc, and so on. To create a new root hash, the hashes of the child nodes are
combined. H1 and H2 are part of the final root hash, which is kept on the blockchain. All

* Manipal University Jaipur, Rajasthan, India.
Manipal University Jaipur, Rajasthan, India.
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transactions linked to the root hash are secure and unaltered because only the root
hash itself can be verified. Even one transaction may modify all the hash values on that
specific side of the tree. The miner, who is also known as the custodian of the database,
examines the logs or transactions and generates a key that enables the most recent
operation to be added to the total blockchain. This makes it possible for all network
nodes to access the most recent entries. Attackers must put a lot of time and effort into
changing the blocks since they contain cryptographic hash keys [2].

The miners just mine in order to get their rewards; They are not personally
involved in the operations. The owners of the transactions are unknown to the miners.
There are also other miners engaged in the same batch of transactions, and
competition to be the first to upload the transactions on the blockchain is intense. The
blockchain is made powerful, tamper-proof, distributed, and open by all of these
distinctive properties [3]. Figure 1 depicts a transaction's entire course, from initiation
through commitment to the distributed chain. Numerous platforms and frameworks are
being developed in both academia and industry to support the creation and
maintenance of blockchain. These platforms include Ethereum, Hyperledger Fabric,
Ripple, and others [4].

2] e

1

]

A transaction is A Block that represents The Block is sent to '
requested th? transaction every node in :

is created the network 1

2O @@ __[eTeTe] .
o]~ mm—
Nodes Validte the MNodes receive a The Block I_s a‘dded TI'!e transcation
- reword for the to the existing is Complete
transaction .
Proof of work Blockchain

Figure 1: Working Process of Blockchain
. Permissioned and Permission-Less Blockchain

There are two main types of blockchain architectures, depending on the data
being provided and the applications using blockchain. A user does not need a special
authorization in a permission-less blockchain in order to join the network or start
mining. This permissionless blockchain network is open to anybody, who may also
quit. Bitcoin is the ideal illustration of a permission-less blockchain. Although the
transaction throughput is not particularly great, a large number of nodes may be
supported by permission-less blockchains.
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There are set of rules are available for permissioned blockchains for joining
the blockchain network. Only when the blocks have been verified by the miners, who
also act as authorized parties, may they be added to the chain. Two well-known
examples of permissioned blockchain are Hyperledger and the Ripple blockchain.
Comparing permissioned and permission-less blockchains, the permissioned
blockchain technique increases total transaction throughput. Using cryptographic
hashing, each block in a blockchain is linked to all the blocks before it, as seen in
Figure 2.
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Figure 2: Basic blockchain architecture

. 0T Blockchain Benefits

The utilization of blockchain in lot systems has several benefits. Table 1 lists
numerous particular 10T security concerns as well as possible blockchain solutions.
The following part goes through the main advantages of utilizing blockchain in 10T
systems.

Table 1:10T problems and a potential blockchain solution

Challenges Toward 10T Specifications Blockchain Solutions
IoT device privacy IOT devices run the risk | Using permissioned
of disclosing sensitive Blockchain, which can
user information. protect IOT devices, is one

of the solutions that have
been recommended for
solving this issue.

Traffic and price Rapid expansion of IOT | a decentralization

devices is managed mechanism based on
blockchain. Instead of using
centralized servers, the
devices may connect and
interact with peers directly.
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excessive burden on Cloud services are No single node of failure

cloud services makes it unavailable due to since several network nodes

inadequate attacks, software bugs, update the same data
power outages, and simultaneously.
other problems.

Faulty architecture Every component of IoT | Blockchain enables device
devices has potential legitimacy to be checked.
points of failure that The information is also
might damage the cryptographically verified to
connection and the ensure that only the original
entire device. source is allowed to send it.

manipulation of data IOT devices provide data | Due to blockchain, devices
that is obtained, altered, | are now linked. The system
and then used rejects all device data
incorrectly. updates.

Blockchain technology permits the storingthe data of IloT
device:Internet of Things make use of a variety of linked hardware.
Additionally, other devices are linked to and controlled by these ones. This
configuration's extra connection to the cloud enables the use of loT
applications from any location. The large area for data flow that blockchain
offers makes it a possible solution for storing data and protecting it from
exploitation. Regardless of an |oT software's layer, using blockchain as
storage and transmission mechanism may be a suitable alternative.

Blockchain's distributed architecture enables safe data storage: One
issue with many cloud-based IoT networks is the risk of a single node
failure, which the distributed architecture of the blockchain may assist in
reducing. No matter the distant of the devices are from one another, the
blockchain makes storing the data they generate easy and secure [5].

encrypting data using a hash key that is validated by miners: It permits
the storing of the data's 256-bit hash key only—not data itself. The original of
data and the hash key may be linked, and the genuine data may be stored on
the cloud. If the data changes in any manner, the hash will also change. The
data is currently secure and secret. Since the blockchain simply stores hash
values, the amount of data won't have an impact on its size. Using hash of a
data, only those who have been given permission to view the material and
who are intended recipients may do so. There is a decreased risk of false data
being saved from the sensors since every piece of information stored in a
blockchain is properly validated by a network of miners.
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= Protection against spoofing and data loss attacks: In this type of
attacks against IoT applications, a new/fake node is inserted into the loT
system network and starts acting like it is a component of the original
network. The attacker may quickly acquire, monitor, or insert data onto the
network via spoofing. Blockchain is a promising defence against these
risks. The blockchain records every legitimate user or device, enabling
devices to quickly identify and authenticate one another without the use of
central brokers. [6]. 0T devices have a risk of data loss due to their low
power nature. There may be situations when both the transmitter and the
recipient lose the data as a result of certain external environmental
problems. The use of blockchain can stop these losses since it is
impossible to delete a block after it has been added to the chain [7].

= Blockchain to prevent unauthorized access: A number of Internet of
Things applications need regular connection between multiple nodes. Only
the designated person or node may access the data since blockchain
communication relies on public and private keys. If the intended recipient is
able to read the data, given that it has been encrypted using keys, the
information would be unreadable. |0T applications often encounter security
problems, which the blockchain formatting aims to solve.

= Blockchain's proxy-based design for devices with limited resources:
Despite the fact that blockchain will provide many security characteristics
for the distributed system, I0T presents a unique difficulty due to resource
limitations. 10T devices are unable to hold huge ledgers due to their severe
resource limitations. Making it easier to use blockchain in the IOT,
numerous efforts have been made in this area. The possible approaches
for enabling IoT devices to utilize blockchain is architecture based on
proxy. To save the resources in an encrypted format, proxy servers may be
installed on the network. The client may get the resources that are
encrypted from the proxy servers [8].

= Centralized cloud server removal: Blockchain technology may increase
the security of 10T devices by ultimately doing rid of central cloud
infrastructure and creation of the network peer-to-peer. Data hackers
mostly attack controlled cloud computing platforms. The data will be
encrypted before being sent to all nodes in the network using a
cryptographic hashing algorithm.

. Merkle Tree

To improve the security of 0T devices, a Merkle tree addition may be made to
the blockchain data structure. Additionally, by doing this, there may be less blocks
contributed to the chain overall. Every node in a Merkle tree, except from the leaf
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nodes, has two children, similar to a binary tree. The data or transactions are stored
on the leaf nodes, and roots are hash values of that data [9]. A single root hash may
be produced by combining many transactions, depending on the size. We may be
able to decrease the quantity of blocks by doing this. Additionally, the security of the
data is improved since each level of the tree undergoes many stages of hashing [10].
0T devices often communicate informally, therefore integrating blockchain and Merkle
trees together may be a potential option [11].

. IOTA

Another recently developed and very interesting 10T security solution is IOTA.
A distributed ledger system, like blockchain, is IOTA. IOTA was designed primarily for
IoT devices with constrained resources. Every request that enters the network must
have the previous two requests validated. Through the use of this cumulative
validation process, At the hardware or edge level, IOTA has the capacity to provide a
high level of protection. Using the selection process, requests are verified. There is a
total weight generated for each request. The more clout a device has inside the
network, the safer it is. The tangle structured data is used by IOTA., as opposed to
blockchain's usage of a chain data structure [12].

Conclusion

The blockchain is a modern research topic that is expanding swiftly. The
blockchain is the system that underpins bitcoin. It is a distributed database that
manages blocks, which are continually growing lists of records that are impervious to
manipulation and change. Each block in the chain is connected to the others by
keeping track of the hash of the one before it. This chapter discusses the blockchain
and IOT technology components. In this chapter 10T security using blockchain is
include, working of block chains and different The advantages of blockchain for IOT
are covered.
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Water Quality Monitoring System based on 10T

Mr. Suraj Kumar*
Dr. Sanjay Kumar Sinha™
Dr. Satish Kumar Gupta™

Introduction
Overview of the Water Distribution System

India lacks an adequate water management system, with the exception of
some metering requirements imposed in big cities (WMS). Rather of exploring for
alternate water supplies, the water management system will be the sole viable option.
In June 2019, a metro city like Chennai may have been hit by the 'Day-Zero," in which
the term '24-hour' refers to a lack of moisture, resulting in the closure of many shops
and resorts, the declaration of holidays or work-from-home options by IT enterprises,
and the reduction in manufacturing production, among other things. Melbourne was
the world's first metropolis to be subjected to 'Daylight Savings Time."

Water consumption varies greatly across different types of clients, such as
residential, commercial, and industrial, as well as seasonally. The WMS must be set
up to distribute resources efficiently.

An efficient Water Management System requires a complete water distribution
network (WDN), which includes storage basins, main pumping units, booster pumping
stations, hose reels, and utility connections. Grids and loops give redundancy to the
network. The WDN is divided into two sections:

WDN Under-Ground and WDN Over-Ground

Figure 1.1 depicts how water is carried from its source to users. The WDN is
made up of several components such as valves, couplings, connectors, and pipes.

* Assistant Professor CSE, School of Engineering and Information Technology, Sanskriti University,
Mathura.
Assistant Professor & HOD, CSE,School of Engineering and Information Technology, Sanskriti
University, Mathura.
Associate Professor CSE,School of Engineering and Information Technology, Sanskriti University,
Mathura.
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Treatment

Note: Pumps and valves are located at a variety of locations throughout
the distribution system.

A Simple Water Distribution System
WDN Underground

The pipeline network in the Under Grave WDN (UG-WDN) is built more than
10 metres below ground level, much beyond the earth's surface's subsoil space.
Pipes for residential water delivery, on the other hand, are buried 1-2 metres below
ground level. Sensors designed specifically for this purpose have been put in the
pipes. Drinking water contamination and pollution has become one of the most
serious challenges in recent years. Polluted water may disrupt the natural flow of life
in the environment by producing a variety of ailments in humans and animals. If water
contamination is recognized early enough, appropriate actions can be implemented to
avert potentially harmful circumstances. Water quality must be checked in real time to
ensure the supply of pure water. Communication, sensor, or Water pollution
monitoring Internet of Things (IoT) advances Smart solutions and technologies are
becoming increasingly important. This study gives an in-depth analysis of the most
recent research on smart water pollution. The monitoring systems are detailed. The
paper presents a low-cost, loT-based advanced water filtration system that
continuously evaluates quality parameters. Three water samples are used to test the
model, and the results are sent to a remote server for further action. When hazardous
compounds reach water sources such as lakes, rivers, lakes, seas, and oceans, they
dissolve and suspend in the water or deposit on the bed. Water quality and purity will
be harmed by pollution. Due to the amount of chemicals and poisons, keeping water
clean and safe is difficult. Water contamination is a possibility. In a number of ways,
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the most common of which being industrial waste discharge and municipal sewage.
supplementary sources Pollutants that enter water through rain or subterranean
systems come from the land or the atmosphere. Soils and groundwater sometimes
include remains of current agricultural practices, as well as immodestly dumped
industrial waste. Water's most dangerous contaminants Viruses, bacteria, fertilizer,
par- asites, medicinal medications, pesticides, nitrogen, faeces, phos- phates,
radioactive chemicals, and plastics are only some of the things present in the
environment. These compounds may or may not change the colour of the water, but
they might be contaminants that go unnoticed. As a consequence, the quality of water
is assessed by evaluating a tiny sample of water from certain water resources, as well
as marine organisms. Water quality degradation is hazardous to the environment, the
economy, and the climate. David Malpass, Director of the World Bank, is concerned
about the economic implications: "In many countries, decreasing water quality is
constraining economic growth and increasing poverty." The measuring pointer
correlates to Author if the biochemical oxygen demand is satisfied.

"If the needed amount of oxygen is met, the measuring pointer corresponds to
Author. The GDP growth of an electorate around the linked watersheds will be
lowered by a third if the degree of chemical contamination in water reaches the
threshold. Water pollution or poor water quality has the following consequences: If
water pollution or drinking water quality worsens, there will be no fresh water for
drinking, global health, or sanitation in both rural and urban places.

° Disease: According to their (World Health) data, almost 2 billion people
throughout the world do not have access to safe drinking water and are forced
to drink feces-contaminated water, placing them at risk of a variety of illnesses.
Diarrhoeal diseases induced by a lack of sanitation kill almost 1000 infants per
day, according to the World Health Organization. Monitoring is defined as the
collection of data at predetermined locations and intervals in order to provide
data that can be used to characterize current water conditions.

The following are the goals of the smart water monitoring system: Measure
hazardous quality metrics such as physical, biochemical, and microbiological qualities;
identify deviations in measured metrics and provide early warnings in the identification
of risks or hazards; analyse sensor data in real time and provide appropriate
corrective measures The necessity of user participation in water quality preservation,
as well as consideration of other factors such as sanitation, sanitary conditions,
disposal, and storage, are all critical components in ensuring long-term sustainability.

There are two phases to the proposed functioning of stated loT system. As an
example, Figure 1 shows a schematic representation of an loT system for water
testing. Data gathering from sensors connected to the IoT control is the first phase in
the loT system. We use two types of sensors to collect data from water in this
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research. The sensors in question are (TDS) and (TDS) (pH meter) In the second
step, the sensors are attached to the microcontroller (ESP32), which handles data
collecting. In The third stage is to keep the information on the website once all of the
data has been supplied to a specific web application. To begin, the data must be
delivered to the 10T server. As a solution, 10T was suggested.

How to Monitoring Water Quality with I0oT: Because of the aforementioned
concerns, manual water quality testing is no longer viable. As a result, 10T-
based intelligent water quality monitoring systems must often monitor a variety
of elements that characterise water quality. The Internet of Things has aided in
the development of automated water monitoring systems that solve the
aforementioned challenges. Using sensors and probes, certain water
parameters may be monitored in real time from remote locations. These
sensors communicate data on water quality in real time to a software package.
This platform may be used by a person or a company to take action to ensure
optimal water quality. Remote water monitoring equipment can examine the
following variables:

= Turbidity: Turbidity refers to the number of scattered particles in a given
volume of water. Because of the mixture of these particles, the water
appears foggy or hazy throughout.

= pH: Water's acidity or basicity is determined by its pH, or hydrogen power.
The pH of pure water is 7, although it varies depending on topological and
geographical variables.

= Temperature: The survival of aquatic life and its environment is dependent
on water temperature. In industrial applications, the water temperature
must also be adjusted to enable efficient operations and increased output
rates.

= Dissolved Oxygen: BOD, or biological oxygen demand, is the most
fundamental measure for the decomposition of organic compounds in
water by various microbes.

= Conductivity and TDS: Because water is the universal solvent, it
dissolves almost all salts. The conductivity of water with a high proportion
of TDS (dissolved solids salts) affects aquatic life reproduction and growth.

= Salinity: High salt concentrations in water also enhance salinity. Saline
water should not be consumed and should not be used in the house,
industry, or agriculture.

An loT system may undertake real-time water quality monitoring when these

parameters are monitored using water quality monitoring sensors, enabling for useful
insights and informed actions to be produced.
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Applications of Automatic Water Quality Monitoring Systems

The Internet of Things has facilitated the development of innovative water
quality control solutions that are transforming industries. Some of the sectors that
might benefit from the implementation of these systems include:
° Water Utilities

For everyday water demands, water suppliers and utilities must ensure that
customers have access to nutrient-rich water. Using loT-based water quality
measurement equipment, utilities can evaluate the development of dispersed water in
tanks and even pipelines.
° Agriculture

Water quality must be excellent for high output agricultural agriculture. The
sensors and sensors are used to detect impurities that might obstruct the growth of
the crop. Farmers will be able to optimise their irrigation operations as a
consequence, ensuring a healthy yield of field crops.
o Aquaculture

Aquaculture is the practise of raising aquatic animals like fish in a controlled
environment. Water quality is crucial for the development of large quantities of
healthy fish and crustaceans for use as livestock.
o Research Facilities and Laboratories

Laboratories and research organisations require near-100 percent pure or
distilled water to conduct conclusive experiments. Water with a low pH and
suspended particles are required for precise and reliable results. Thanks to wireless
water quality parameter monitoring, laboratories and test sites may perform research
without worrying about contamination-related errors.
. Wastewater Treatment

Wastewater must be treated and managed before being deposited into a
freshwater body. Temperature, turbidity, and TDS should all be checked before the
water is discharged to verify that it has been properly treated. Smart water quality
monitoring devices with Internet of Things capabilities simplify inspection operations
and reduce the need for manual intervention.
° Manufacturing Units

Production and industrial facilities routinely dump chemicals and other harmful
substances into rivers. As a result, they are subject to stringent regulations to
guarantee that no harm is done to aquatic life. As a result, industries may conduct real
water quality tests to assure compliance with the standards. The method of
measuring water quality may be created easily from remote locations utilising
advanced telematics and Internet of Things technology. Water quality systems have a
wide range of applications in a variety of fields, and they will change the way these
sectors operate.
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Due to rising worldwide water pollution, monitoring is becoming more effective
and efficient as sensor network (WSN) technology advances in the internet of things
(IOT) environment. Real-time data collection, transmission, and analysis are used to
monitor water quality remotely. This article describes how to create a smart water
quality monitoring system in an loT scenario by utilising a configurable sensor
interface device to monitor water quality criteria (SWQM). A computer, an FPGA
development board, sensors, and a zigbee base wireless communication module will
be utilised. The FPGA board is, in fact, the system's brain. It's written in VHDL using
the quartus — Il programme and the Q sys tool (very high-speed integrated circuit
hardware description language). Six water data parameters are being evaluated
simultaneously. Water pH, water level, turbidity, humidity, carbon - dioxide (CO2) on
the water's surface, and water temperature are all measured in real time at fast
speeds using the C programming language.

In recent years, the remote sensor network has been employed for fixed or
mobile sensors because to its low cost, ease of installation and maintenance, and
longer operational period. Environmental monitoring, city development surveys,
telemedicine, remote health care, agricultural research, farmland traffic management,
and border security are among the services provided by WSN. Fisheries surveillance,
forest management, and disaster prevention For connectivity, embedded computing,
signal processing, and sensing, the wireless sensor network employs dispersed
sensor nodes (WSN). The suggested system interacts with people or computers and
their environment via a wireless network. WSNs (wireless sensor networks) are widely
used. Originally utilised in heavy industrial and military applications, they are currently
used in light industrial and heavy industrial systems for a variety of reasons. Wi-Fi,
Bluetooth, zigbee, RFID (Radio frequency identification), GPR (General packet radio
service), and cellular technologies are all used to communicate with the WSN's
system in order to monitor and control the connected devices. Wireless networks,
which are intended for wireless communication standards, may be monitored by
users.

Because of its low power consumption, remote monitoring, data collecting,
quick network setup, large coverage area, high monitoring precision, and low duty
cycle, WSNs are extremely efficient. As a result, WSNs may be used for a variety of
purposes, including physical security, environmental monitoring, and climate change,
location and tracking, free healthcare, logistics, and localization. The internet of things
(I0T) is a physical network that connects all devices so that data and information may
be shared.

We may argue that a range of items are connected to a network in one or
more ways, using data-detecting devices like sensors, actuators, and computers,
all of which adhere to strict rules. The Internet of Things intends to provide
intelligence, track and manage things, and recognise and monitor location. RFID
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tags, sensor technology, mobile technology, and other smart technologies are
examples of 0T applications. The use of sensors that are less costly and consume
less power in the 10T is the fundamental innovation of the wireless sensor network
(WSN). In loT applications, with information and communication systems, with the
real world via invisibly integrated sensor networks via the WSN network. A WSN-
based environmental monitoring system was recently developed. The use of many
wireless communication protocols in a system intrigues people. Using a PIC
microcontroller, Jing designed a wireless remote monitoring system for water
delivery.

The vc++ 6.0 software platform was used to create the personal computer
management application. Purohit and Gokhale developed a real-time water quality
monitoring system that included an Intel CPU, a GSM module, various water
guality sensors, an ADC, and a liquid crystal display (LCD). The complexity of the
circuit design rose as microcontroller architecture became more complicated,
increasing development time and expense. Beri used an Arduino Atmega
microcontroller and a zigbee wireless module to develop an autonomous real-time
system that monitors physical and chemical properties of water such as pH,
temperature, and turbidity.

Using an fpga array (FPGA) chip, Hsia constructs a signal generator detecting
circuitry, data encoder, and synchronous serial for data transfer. The sensor,
analogue to digital converter (ADC), and FPGA design board are all part of the
recommended system. Because these interface devices are generally developed on
extremely sophisticated specialised circuit boards, they are confined in the loT
context. Chi et al. demonstrated a programmable smart sensor interface device for the
WSN industrial sector. In an 0T setting, Vijaykumar and Ramya built a real-time water
purifying system. A Raspberry Pi B+ model serves as the main controller, while
different sensors monitor essential water parameters. As a result of the WSN's
growth, energy consumption has become a serious worry. In the 10T ecosystem, using
a complex programmable logic device (CPLD) and deploying wireless technologies.
To address these issues in the intelligent system for water quality monitoring,
research should be conducted to create a broad environment for the development of a
large number of energy-constrained sensor nodes in an unrivalled climate, and as a
result, low power, low cost, single cheap completely integrated automation system on
chip (soc) base wire detector nodes are being considered. (WQM). The water, the
humidity along the water's edge, turbidity, and pH value of water .The data is
computed on the Fpga board DE-1 SoC board using a VHDL computer programme
and C — codes, then wirelessly communicated to the base station. Where the user
may look at it
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Hardware Component

Figure 2: The hardware experimental set-up of smart water quality
monitoring system

A programmable smart sensor input device that integrates data collecting,
calculation, and wireless transmission has been designed for the smart WQM system.
Figure 2 shows the hardware design of the mobile water quality monitoring system,
which includes the following components.

The Internet of Things (IoT) had shown to be an important technology for
environmental applications. All living things require water as a natural resource. Water
is scarce in today's world due to overcrowding and pollution of water supplies. It is
vital to save our drinking water for future generations. An loT-based smart
environmental monitoring system is suggested to check the quality of drinking water.
Water properties such as pH and sedimentation are measured using a variety of
sensors. For data processing, the sensors are connected to the microcontroller unit,
and GSM is used to send data to the monitoring station for further action. The studies
revealed that the WATER had a low grade. Humans, plants, and animals all rely on
this natural resource to survive. Only 3% of the water on our planet remains fresh,
with 70% of it being drained. Because the majority of this fresh water is trapped in



16 Current Trends in Computer Science and it's Application

glaciers and ice caps, it is unsuitable for human use. According to statistics, just 0.4
percent of fresh water is fit for human use, and it is shared by the whole world's
population. As a result, water is a critically important resource. Humans have
contaminated this resource in a variety of ways, including contamination, pollution,
and other methods. The population of India is quickly growing, and water is in short
supply. Water will become unreasonably expensive for the average individual if this
situation persists. As a result of global warming, water resources may become limited.
Warming. The World Water Council (WWC) forecasts significant population increase
and water scarcity over the next 50 years. To protect present water resources, each
and every individual must take great care. Water quality is manually assessed using
traditional methods, which involve collecting samples and analysing them in labs.
Many low-cost water quality testing systems have lately been introduced. The water's
quality is determined by the pH level, turbidity, chemical oxygen content, and other
factors.

Many current commercial water monitoring systems have been created, and
these systems have shown to be superior than prior systems based on conventional
or older technology. Ali et al. investigated several wireless sensor network-based
leakage monitoring systems. Jayti Mahesh and Jignesh suggested an loT-based
inspection system that uses sensors to test various water parameters and a controller
to interpret the data using the zigbee protocol to send. Pule et al. presented a survey
article on Wsns for monitoring the environment, with an emphasis on water resources.
A smart water quality monitoring system was successfully established in Singapore.
Pujar et al. evaluated smart water systems in a survey article on WSN-based water
monitoring systems. The numerous aspects are the major emphasis. sewage,
agricultural, and industrial pollutants have contaminated river water. Bichai and
Ashbolt looked at how to integrate storm water reuse with monitoring and audit
committees. The work by Mo et al resulted in the invention of a Paid Flow Meters
System that enables for prepaid water usage billing via monitoring system without the
need for human intervention. This system ensures accurate and timely energy billing
as well as water waste control. Seema varma, on the other hand, developed a GSM-
based water metre reading system that is perfect for monitoring the water metre
readings in remote areas prior to any billing procedure. This might speed up the
process of reading the metre and generating a charge. Dong He also provided If the
registered user is unable to reach the metre, the number of estimated readings may
be reduced. Nazleeni also presented a proposal that employed a wireless SMS
system to give users early warning SMS messages asking them to reduce their
energy usage before the system conditions have been met and the system is shut
down. This might lead to a more expense wireless distributed load dropping system in
non-emergency situations. Xiwu's contribution to the smart home network He was
developing a technique that allows him to control household equipment remotely while
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the homeowner was away. In Solapur, Paul and colleagues looked into waste water.
According to the analysis, sulphide contents are exceedingly high. or one or more
elements of the textile value chain Nearly 90 million litres of pollution are released on
land or into the Noyyal River, polluting ground and surface land and water in Tirupur
and downstream. Tirupur's textile industry uses whitening solutions, soda ash,
potassium hydroxide, sulphuric acid, hydrogen peroxide, sodium peroxide, and other
colours and chemicals for dyeing and bleaching. A range of colours, most of which are
derived on benzidine atoms, as well as toxic metals, both of which are recognized to
be poisonous, are other potentially harmful chemicals. Instead of being preserved in
completed hosiery items, the bulk of these chemicals are wasted as wastewater. The
wastewater is acidic, stinky, and contains dissolved particles, all of which contribute to
an increase in biological activity. and the water's biological oxygen requirement The
Rs.16.46 crore Orathupalayam dam on the Noyyal River was built to feed 500 acres in
Erode and 9875 acres in Karur towns. Instead of retaining fresh water, this dam has
become a waste water storage tank when textile units began dumping their effluent in
into dam's reservoir, as seen in fig 2. Groundwater from Salem and Tirupur is no more
suitable for irrigation since there is no river available for dilution.

The suggested system is a cost-effective 0T solution for water quality
monitoring. To monitor the groundwater quality, the system employed a
microprocessor and sensors to measure vital variables. The alert notification is
forwarded to the appropriate department officials for action. Other factors, such as
dissolved oxygen consumption, electrical properties, and chlorine level, can be
tracked in the future.

Water is one of most valuable natural resources ever given to humanity.
However, fast societal growth and various human activities has accelerated pollution
and deterioration of water supplies. Above-ground groundwater monitoring is required
to detect any variation in water quality attributes over time in order to ensure its safety
in real time. The The Environment Agency (CPCB) had set up a network of sampling
data on water bodies around the country to check water quality on a monthly or
annual basis. This is done to guarantee that the target level of water quality is
maintained or restored. It's critical that it's checked on a frequent basis. Monitoring
water quality aids in determining the type and degree of pollution control necessary,
as well as the efficiency of pollution control methods. The CPCB intends to set up a
water monitoring network throughout the Ganga river basin. All of the stations will be
online in real time, and the central station will be able to obtain data from some of the
aforementioned stations using General packet radio service or 3G cellular
connections. Access is also available to pollution control board and CPCB zonal
offices. Information from the central station A large quantity of data can assist in
making the best decisions and implementing them on time. The system's price is
determined by the number of factors to be monitored. Any changes in water quality
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must be rapidly identified by water quality monitoring devices and reported to officials
for swift response. The system is set up for continuous local sensing and real-time
reporting for water quality data, with officials having access to the data through the
Internet via a smart phone or PC. Our suggested system uses several sensors to
detect the parameters, monitors water quality in real time for appropriate action, and is
cost-efficient, accurate, and requires minimal labour. Section 2 of this article examines
literature.

Section 3 of the survey is about water quality monitoring, while section 4 is on
the Internet of Things. The implementation of a micro - hydro is detailed in Section 4,
and the findings gained through the system are reviewed in Section 5. The paper is
finished with Section 6. A biosensor is a piezoelectric device that detects events or
changes in its surroundings and outputs an electrical signal in response. Precision,
resolution, uniformity, and speed are the most significant features of a sensor. The
sensor's performance is improved via calibration. The performance of the sensor
outputs can be improved by eliminating structural flaws. The discrepancy between the
sensor's observed output and its predicted output can be used to detect structural
problems. During sensor readings, the above recurring errors computed during
calibration are adjusted in real time.

The pH of water indicates how acidic or basic neutral it is. The negative log of
the concentration of hydrogen ions is used to characterise it. The pH scale ranges
from O to 14 on a logarithmic scale. The ph level is translated using the pH term. It's
low for acidic solutions and high for neutral ones. The pH of natural water is about 7.
The osmotic pressure falls tenfold with each rise in pH, and water becomes less
acidic. A pH sensor consists of two electrodes: a measured electrode and a positive
terminal. The measuring electrode is linked to the positive terminal of the battery,
while the negative terminal is connected to the reference electrode. When the pH
sensor is submerged in the solution, the reference electrode gives a fixed potential.

Changes in hydrogen ion concentration have no effect on the electrode. When
salt dissolves in water, beneficial and harmful ions form. Conductivity is the capacity
of water to transmit an electrical current, and dissolved ions are conductors. Sodium,
calcium, sodium, and magnesium are the most positively charged ions, whereas
chloride, sulphate, carbonate, and bicarbonate are the most negatively charged. Minor
charged ions in the conductivity are nitrates and phosphates. A probe and a metre are
used to detect electric conductivity. Two metal electrodes are positioned 1 cm apart
on the probe (unit: mili- or micro-Siemens per cm). Across the electrodes, a
continuous voltage is delivered. The amount of current flowing through the water is
based on the concentration of dissolving content of the water, which is a measure of
the water quality.
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The conductivity of electricity An analogue temperature sensor is a chip that
informs you the temperature of the surrounding environment. The temperature of
these sensors is determined using a solid-state approach. They also don't employ
mercury (as in prior thermometers), bimetallic strips (as in certain home thermometers
or stoves), or thermistors (temperature sensitive resistors.) Instead, they leverage the
fact that when temperature rises, the power across a diode rises at a predictable
pace. Technically, this is the power loss between both the transistor's base and
emitter (Vbe). It is straightforward to construct an analogue signal that really is directly
related to heat by precisely magnifying the voltage change. We're utilising an LM35
sensor for this. The real-time water quality monitoring system was implemented and
evaluated at a cheap cost. By doing so, Officials may keep track of the amounts of
pollution in water bodies and issue prompt warnings to the public using this approach.
This may aid in the prevention of illnesses caused by polluted water and metals.
Extreme pollution levels, such as those found in the Ganga and Ganga rivers, may be
addressed quickly. The system is simple to set up, with the central server placed near
to the target region and the monitoring task performed by untrained persons.

Conclusion

Water distribution geographically scattered systems are essential, as is a
system for efficient water monitoring and control. As a consequence, an Automated
Water Supply System was provided in order to accomplish the goals/objectives. In
loT-Fog-based systems, smart sensors are used. At the customer's side, metres with
wireless transmission capabilities The data from the Fog/edge node is used to
forecast demand by collecting data from users' metres. Short In research is to
understand customer water demand, the word request is employed. In loT-based
water facilities, cloud cover computing and cloud computer techniques are employed
to meet supply and demand. Distribution has made forecast accuracy, pipe health
monitoring, and market predicting all feasible. Water quality monitoring and multi-
agent control. Communication that works.

This work might be expanded to include total automation during crucial
scenarios such as floods, excessive rainfall, landslides, and other natural disasters.
The extinguishers systems may be coupled with WDMS for smart city management,
which improves water delivery to the hydrant site based on information from smoke
sensors. In turn, the Waveguide may be expanded to include a combined sewer
system.
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Geographical and Landscape Pattern:
A Study in Dausa District, Rajasthan, India

Sangeeta Soni*

Introduction
° History

The Dausa district is one of the developed districts and located in the
Dhundhar region within Jaipur division of Rajasthan state in India. (Official Website of
Dausa District, 2021, Location & Area).lt was established on 10" April 1991 by
combining four tehsils namely Dausa, Lalsot, Sikrai&Baswa. Earlier, these four tehsils
were considered in the Jaipur District. On 15" August 1992, Mahwatehsil was
segregated from SawaiMadhopur district and was included in Dausa district. The area
of Dausa district is widely known as Dundhar region and Dausa as privileged to
become the capital of Dhundhar at that time & was an important political place for
Dundhar region. The Badgujars kings were the original rulers of this place and built a
fort on the top of devgiri hill. Dausa is named after a hill near the city that was called
Devgiri. In the 10" Century AD, Dausa was the capital of Dhundhar. This region was
ruled by Chauhans Rajputs and Badgurjars in 10" Century AD. Badgujar kings were
the original rulers of Dausa. The Chauhan ruler Raja SoodhDev ruled over this region
from 996 AD till 1006 AD and Raja DhuleRai ruled over this region for 30 days from
1006 AD till 1036 AD. Later Chauhans gave the Dausa to Kachwahas but the centre
of their power was shifted to Amber. Akbar also stayed in Dausa during his visit to the
pilgrim in Ajmer of Khwaja Moinuddin Chisti in 1562 and met with RupsiBaragi, Hakim
of this place.Many renowned freedom fighters such as Late Shri Ram Karan Joshi,

* Research Scholar, School of Computer & System Sciences, Jaipur National University, Jaipur,
Rajasthan, India.
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Late Shri Tikaram Paliwal also belonged to Dausa and gave their valuable
contribution to the fight of India’s independence and to the struggle of amalgamating
the Princely States to form Rajasthan State. Late Shri Tikaram Paliwal was the first
elected Chief Minister of Rajasthan in 1952 after independence and Late Shri Ram
Karan Joshi was the first Panchayati Raj Minister of the Rajasthan state who
submitted the first Panchayati Raj Bill in Vidhansabha in 1952 (Census of India-2011,
Rajasthan-Dausa, partXII-A, p. 9; Official Website of Dausa District, 2021, History).

° Population

Dausa district ranks 20™ in terms of population and 3™ in terms of population
density. The population was 16,34,409 (2011 census), which is 2.38% proportion of
the Rajasthan population. Out of 16,34,409, the population of males and females were
recorded 8,57,787 and 7,76,622, respectively. 87.7% rural & 12.3% urban population
exist here. Total child population for 0-6 age is recorded 258,144, out of which the
male population is 1,38,400 and the female population is 1,19,744. In district, sex ratio
(per 1000) and child sex ratio (0-6 age) are recorded 905 & 865, respectively. The
people belong to Hindu & Muslim religions share 96.81% & 2.78%, respectively, and
remaining 0.41% coveres by other religion-based people. (Census of India-2011,
Rajasthan-Dausa, part. XII-A, p. 11-12, p. 46).

° Literacy

Average literacy rate of Dasua district is 68.16% (Census 2011), out of which
male literacy and female literacy is 82.98% and 51.93%, respectively (Government of
Rajasthan Education Portal, n.d.). Population of literate is 9,38,051 out of which
5,96,935 males and 3,41,116 females are literate. The Dausa district has 10" rank
among the other districts of the state and it should be noted here that its literacy rate
is slightly higher than the average literacy of the state, i.e., 66.1% (Census of India-
2011, Rajasthan-Dausa, part. XII-A, p. 11-12).

Geographical Status
. Geographical Location

The Dausa district is situatedon Jaipur-Agra National Highway (NH-11) about
55 km away from east of Jaipur and 103 km away from Sawai Madhopur and is
located in the north eastern part of Rajasthan and lies between25.33° to 26.88°N
latitude and 76.50°%o 76.90°E longitude and the average height of this place above
sea level (Altitude) is 333 meters (1072 feet). This district has ranked 32nd in terms of
area in Rajasthan. It is one of the 5 Districts of Jaipur division and surrounded by
Jaipur, Alwar, Sawai Madhopur, Karauli, Bharatpur and Tonk(Official Website of
Dausa District, 2021, Location & Area; District Survey Report-Dausa, 2016, p. 13-14;
Official Website of Dausa District, 2021, How to Reach). The figure 1 shows the
geographical location of Dausa district.
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Figure 1. Geographical Location of Dausa District
o Geographical Area

The geographical area of district is 3432 km? and is bounded on the north by
Alwar district, on the northeast by Bharatpur district, on the southwest by Karauli
district, on the south by Sawai Madhopur district and on the west by Jaipur district.
Northern Aravali ranges surround the district and protect its climate from the
Thardesert. Dausa district is one of the 7 districts of the Jaipur division and ranks 32"
in terms of the area. (Official Website of Dausa District, 2021, Location &Area;
Census of India-2011, Rajasthan-Dausa,partXIl-A,p.16; Maps of India, 2014; Census
of India-2011, Rajasthan-Dausa, part XII-A, p. 13).
o Physiography

The Dausa District has a rough semi-circular or “C” shape with tapering
towards east and west corners and most part of this place is plain intersecting with
several ranges of Aravali hills running from the north-northeast to south-southwest
and the east, and the north of this quadrilateral circle of the district are covered by hill
ranges over 200 meter above the surrounding plains. This range runs from Lalsot to
Bayana demarcating the boundary between Dausa and Sawai Madhopur. The Aravali
exposures have a perfect concordant sequence of beds from Lalsot to Bayana ridge.
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Crystalline quartzite and schistose quartzite are found in the hillsof Dausa to Bhankatri
(Census of India-2011, Rajasthan-Dausa, part XII-A,p. 16; RAJRAS, 2016; MSME-
Development Institute, n.d., p. 4; Official Website of Dausa District, 2021, Location &
Area).

The district consists of fairly open undulating plain with hillocks in the
southeastern border and in the northen part. In northern part of district, the altitude of
hill ranges from 280 to 273 m amsl with west to east slop & in southern part of district,
the altitude of hill ranges from 250 to 273 m amsl with northwest to south east
slope(Saraswat, 2017, p.11). The major river Banganga flows through the district. 36
dams with total capacity of 7074 MCFT, have been built to store the water of river
Banganga. Madhosagar Dam, Morel Dam and SainthalSagar Dam are major dams of
the district. (Official Website of Dausa District, 2021, Geographical& Physical
Features). The three rivers basin namely Banganga River Basin in northern part,
Banas River Basin in southern part and Gambhir River Basin in lower eastern
partexistin this region (Ground Water Department Rajasthan, 2013,p. 1).

Weather and Atmosphere
. Climate

The climate of the Dausa District is generally dry having south-western
monsoon and extreme cold & heat at various places. (MSME - Development Institute,
n.d., p. 4; Ground Water Department Rajasthan, 2013, p.1).Generally, this place falls
in Agro Climate Zone VIII classified as Central Plateau hills region of east Rajasthan
(Census of India-2011, Rajasthan-Dausa, part XII-A, p. 11; MSME- Development
Institute, n.d., p. 4), which is also defined by the Planning Commission. As per ICAR,
climate of this place falls inAgro Ecological Sub Region classified as Northern Plain
(And Central Highlands) including Aravalis, Hot Semi-Arid-Eco-Regionandas per
NARP, climate of this place falls in Agro Climate Zone classified Semi-Arid Eastern
Plain Zone (RJ-5), defined in Agriculture Contingency Plan for this region(Department
of Agriculture, Cooperation & Farmers Welfare, 2020, p.9;Crida, n.d., p.1).

. Rainfall Status

Generally, rainy season lasts in the district from 2" week of July to 3™ week of
September. The annual normal rainfall of this region is561 mm (Census of India-2011,
Rajasthan-Dausa, part XII-A, p. 17) and was 811.4 mm, 876 mm, 885 mm, 705.5 mm
and 424.75 mm for this place year wise from 2011, 2012, 2013, 2014 & 2015,
respectively (District Survey Report-Dausa, 2016, p. 18).

South West (SW) monsoon appears during June-September with normal
rainfall with 502.2 mm & 27.9 normal rainy days. Normally, it starts from the fourth
week of June and lasts till the second week of September. North East (NE) arrives
here during October-December months having rainfall of 24.3 mm & 1.5 normal rainy
days. Winter season duration is for 3 months here during January-March with normal
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rainfall of 22.4 mmé& 2.4 normal rainy days. And during summer season, April-May,
the normal rainfall of 12.1 mm & 1.5 normal rainy days found here. The district also
generally experience drought and occasionally experience hail storm, heat wave, cold
wave and frost (Department of Agriculture, Cooperation & Farmers Welfare, 2020, p.
1,p. 7; Crida, n.d., p. 1).

. Temperature

Generally, minimum temperature is 3.33° Celsius and maximum temperature is
44° Celsius recorded for this place (Ground Water Department Rajasthan, 2013, p. 1).
The minimum & maximum temperature recorded in the district, vary from 4° Celsius to
50 Celsius & from 47° Celsius to 48° Celsius, respectively (MSME- Development
Institute, n.d., P. 4; Saraswat, 2017, P. 8).

Landscape Utilization Pattern
. Land Use Land Cover (LULC) Changes

The status of land utilization pattern in the district is based on physical factors
like topography, soil and climate as well as on human factors like population density,
occupation, technological advancement, land tenure, etc. (Census of India-2011,
Rajasthan-Dausa, part. XlI-A, p. 20-21). The table 1 shows the details of land
utilization pattern:

Table 1: Land Utilization Pattern of Dausa District

S. Land Use/Land Cover Type Area

No. (in hectares)
1 Reporting Area for land utilization 341406
2 Forest 26183
3 Area under Non- Agricultural uses 19160
4 Barren and unculturable land 17788
5 Permanent Pasture and other grazing land 25850
6 Land under miscellaneous tree crops & groves 319
7 Culturable Waste land 6357
8 Fallow land other than current Fallow 9304
9 Current Fallow 6952

The region falls under Indus Plains Floristic region of India (District Survey
Report-Dausa, 2016, p. 16; Census of India-2011, Rajasthan-Dausa, part. XII-A, p.
18) and its entire area is covered by cultivated fields and barren lands. Highest point
is 523 meters South West of village- Khawa of this region. Prominent hill range falls in
the south eastern part of this place trending North East - South West (NE-SW). The
district has about 7,993 hectares of wasteland which is 2.35 % of the total area of the
district (District Survey Report-Dausa, 2016, p. 16-17).

Out of the total land covered area of 3420 sqg. km, hilly area, having slope >
20%, covers 335 sg. km. and the mappable area of 3085 sq. km. available in this
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region (Saraswat, 2017, p.6). The status of total land acquired, land developed, land
planned, land development, land allotment, land vacant & production is 445.33 acres,
297.25 acres, 290.01 acres, 269.1 acres, 243.53 acres, 106 acres & 574 acres,
respectively (MSME - Development Institute, n.d., p. 9).

. Forest

Dausa district has 284.49 sqg.km. of the total forest area which was 8.29% of
the total geographical area in 2012-13. This region is endowed with dry tropical thorn
forests, not rich in dense growth but sustains considerable biological diversity and has
the most common Anogeissus (Dhok/ Dhokra) tree along with other species such as
Acacia nilotica (Babool), Asenegal (Kumta), Prosopis (Khejadi), Capparis (Kair) and
Caotropis (Ak), Ficusreligiosa (Pipal), Dalbergiasissoo (Shisham), Salvadera Oleoides
(Peelu), Ficusrecemosa (Gular). Faunal regions of the district come under oriental
region and wild animals’ monkey, lemur (langoor), panther, black buck & the peafowl
are found here (District Survey Report-Dausa, 2016, p. 16; Census of India-2011,
Rajasthan-Dausa, part. XII-A, p. 18).

° Water Body

Water body covers 62.89% part in upper northern part of district with mainly
Banganga basin, 34.27% part in southern part of district with Morel basin and very
small part i.e., 2.84% in south of Mahwa of district with Ghambhir basin. Surface water
body runs from south of Bhandana to Paparda in the southern part of Dausa block
and separates the district into two river basins namely Banganga and Morel River
basins. The drainage of Banganga and morel rivers, is dendritic type and flow during
the monsoon period only. The density of drainage ranges from 0.50 to 0.70 km/km?
(Saraswat, 2017, p. 7). Due to very less rainfall the rivers receive very less amount of
water and count as a seasonal river only.

° Hydrogeology

Quaternary alluvium composed of sand, clay, kankar& gravel forms the
principal water bearing formation and occupies more than 3/4" part of the district.
Talus and scree deposits & hard rocks of Bhilwara and Delhi super group forms minor
aquifers of 15.35% area of district. Ground water occurs under unconfined to confined
condition in the primary porosity. Exploratory borehole data has revealed the
presence of aquifer system down to the depth 90 m reaching maximum in Mahwa
block of the district. To save the ground water, the management plan was proposed
into two components- Supply side management and Demand side management
(Saraswat, 2017, p.12).

. Soil Types

The large part of Dausa district is covered by thick mantle of soil brown sand
alluvium (Census of India-2011, Rajasthan-Dausa, partXIl-A, p. 16). Generally,



Geographical and Landscape Pattern: A Study in Dausa District, Rajasthan, India 27

alluvium exist in major part of plain area. The second type of soil i.e., lithosols and
regosols of hill exist in north western part and south eastern border of this place
(Saraswat, 2017, P. 12).

Out of the area of 341.4 hectares of the district, an area of 139.6 hectares
(40.9% of total) is covered by deep brown loamy soils, 109.5 hectares (32.1% of total)
by medium brown loamy soils, 61.7 hectares (17.9% of total) by deep dark brown
sandy soils, and 30.6 hectares (9% of total) is covered by the shallow red gravelly
loam soils (Department of Agriculture, Cooperation & Farmers Welfare, 2020, p.1;
Crida, n.d., p.1; Census of India-2011, Rajasthan-Dausa, part XII-A, p. 19).

Agriculture and Horticulture
° Agriculture & Irrigation Status

Agriculture is the main occupation of the people of Dausa District. The main
crops of this region are wheat, bajra, rapeseed, mustard, maize and groundnuts. In
view of the production and productivity purposes, other major crops namely pearl
millet, kharifpulses, barley, gram exist are grownhere. Mainly kharif-rainfed, i.e., pearl
millet and kharif- irrigated, i.e., groundnut is sowed during the first week of June &
fourth week of July. Rabi-rainfed, i.e., gram and rabi-irrigated, namely, mustard, wheat
& barley are sowed during the first week of October & fourth week of November
(Department of Agriculture, Cooperation & Farmers Welfare, 2020, p. 5; Crida, n.d.,
p.3). The principal crop in kharif is bajra & the most food grain crop in Rabi is wheat of
this region. The region has also double crop area with the crop cycle such as moong-
wheat, groundnut-wheat, moong-mustered, bajra-mustered, bajra-gram and so on
(Census of India-2011, Rajasthan-Dausa, part. XII-A, p. 19-20).

Generally, those crops are grown in this place requiring less water and are
therefore hardy & resistant. For this region, kharif crops namely bajra, jowar, maize &
pulses, groundnut, til, guwar, vegetables are grown in the summer season. Rabi crops
namely wheat, barley, gram, rapeseed, mustard and taramira are grown in the winter
season. Cash crops include cotton, sugarcane and other vegetables i.e., tomato,
onion and chilli are produced. Sprinkler and drip irrigation cropping pattern are used
for the place due to critical status in ground water level (District Survey Report-Dausa,
2016, p. 16). The total irrigated area is proposed for irrigation through sprinkler
cropping pattern to save the ground water level. It is also proposed to grow low water
requirement crop like gram in place of wheat as change of crop from wheat to gram
will not affect economy of farmers (Saraswat, 2017, p. 26).

. Horticulture Crops & Livestock

Fruits namely Mango, Guava, Ber, Aonla, Lime are irrigated in Dausa district.
Vegetables namely Tomato, Brinjal, Okra, Cole crops, Pea and Tinda are the main
vegetables. No medicinal, aromatic and plantation crops exist in the district
(Department of Agriculture, Cooperation & Farmers Welfare, 2020, p.3; Crida, n.d.,


http://www.crida.in/
http://www.crida.in/
http://www.crida.in/

28 Current Trends in Computer Science and it's Application

p.3). The approximate area of 768 hectares is under horticulture crops and production
of horticulture crops was 39708 Qtls in the district (District Survey Report-Dausa,
2016, p. 16-17).

Livestock such as cattle, crossbred cattle, graded buffaloes, goat, sheep,
poultry and others (camel, pig, yak etc) exist in Dausa District (Department of
Agriculture, Cooperation & Farmers Welfare, 2020, p. 4; Crida, n.d., p.4).

Management and Development
° Administrative Setup

Dausa District comes under Jaipur Division. District Collector and District
Magistrate are the head of district administration. District Collector is head of the
district for revenue, law and order matters. Dausa district is divided in 9 sub divisions
and 13 tehsils (sub-districts). Each of the sub divisions is headed by a Sub Divisional
Officer (SDO)/ Magistrate, who is responsible to implement the law and order in his
respective sub division. In each tehsil, there is a Tehsildar who works as an
administrative officer in accordance with the Land Record System to serve to the rural
farmers and land holders and is responsible to maintain the revenue matter in his
respective tehsil. The Dausa District is also divided into 11 Panchayat Samitis
(Blocks) for the purpose to implement rural development projects/schemes under
Panchayati Raj System. Each block has a Block Development Officer/Vikas Adhikari
who acts as controlling officer of each Panchayat Samiti to serve as an extension and
development executive at the block level (Bairwa, 2018). Dausa district has total 1109
villages, out of which 1079 inhabited villages and 30 uninhabited villages exist in the
district (Census of India-2011, Rajasthan-Dausa, part XII-A, p.12).

The Composition of Sub-Divisions, Tehsils, Blocks of Dausa District and
VidhanSabha of Dausa (Official Website of Dausa District, 2021, Sub-
Divisions/Tehsils/Blocks; Official Website of Dausa District, 2021, About Dausa,
Constituencies), are as follows in table 2.

Table 2: Administrative Setup of Dausa District

S. Dausa District
No. Sub-Divisions Tehsils Blocks Vidhan Sabha
(Sub-Districts) (Panchayat (Legislative
Samitis) Assembly) of
Dausa
1 Dausa Dausa Dausa Bassi
2 Lalsot Lalsot Lalsot Chaksu
3 Bandikui Baswa Bandikui Thanagazi
4 Mahwa Lawan Mahwa Bandikui
5 Sikrai Nangal Sikrai Mahwa
Rajawatan
6 Nangal Ramgarh Lawan Sikrai
Rajawatan Pacchwara
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7 Ramgarh Mahwa Baswa Dausa
Pacchwara
8 Lawan Sikrai Ramgarh Lalsot
Pacchwara
9 Mandawar Mandawar Baijjupara | = -----
(O Rahuwas Nangal | -
Rajawatan
11 | Sainthal Sikandara | @ -----
12 Baharawanda
13 Baijupara
. Railway Network

The district is well connected by rail transportation such as Delhi-Jaipur and
Agra-Jaipur train route and has also one important railway station namely i.e.‘Bandikui
Junction’ (Official Website of Dausa District, 2021, How to Reach).

Dausa railway station is the most important railway station of north-western
railway under Jaipur division and will be transformed in a junction soon after the start
of a new railway line which is currently under construction (District Survey Report-
Dausa, 2016, p. 15). At present, the Dausadistrict is well connected by the rail
transportations such as Delhi-Jaipur and Agra-Jaipur train route and has one
important railway junction, Bandikui. The trains like Ashram Express, Jammu Jaipur
Express, Mandor Express etc. also have their stoppage here(Census of India-2011,
Rajasthan-Dausa, part XII-A, p. 24; Official Website of Dausa District, 2021, How to
Reach).

° Road Distance & Airport Facility

National Highway-11 (NH-11) that has four-lane facility, passes through the
Dausadistrict and covers about 85 kmlength of this region including district headquarter,
Sikandra, Mahwa, Dausa & Lalsot Tehsil. Dausa is located on NH-1land well
connected with Agra, Delhi and other surrounding districts via Karauli, Sawai Madhopur
by road. Two mega highways namely Alwar to Sikandra (81 km) and Lalsot to Kota (195
km)also passes through the district (District Survey Report-Dausa, 2016, p. 13-14;
Official Website of Dausa District, 2021, How to Reach). Since 2010-11, the district has
170.90 kms national highway road, 114.78 kms state highway road, 378.80 kms main
district highway road, 785 kms other district and rural roads, 2219.21 kms rural road/
agriculture marketing board roads, 62.65 kmskachacha road(MSME- Development
Institute, n.d., p. 7). The nearest international airport is Sanganer Airport, jaipurand is
located 62 kilometers away from the Dausa(Census of India-2011, Rajasthan-Dausa,
part. XlI-A, p.24; Department of Tourism Website, 2019).

. Travel Destination

There are so many travel destinations in Dausadistrict are Bhandarej, Chand
Baori-Abhaneri, Jhajhirampura, Khawaraoji, Mehndipur Balaji Temple, Neelkanth
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Temple, Gatolav, Bhangarh Fort, Bandikui, LotwaraGarh (Official Website of Dausa
District, 2021, Tourist Places; Department of Tourism Website, 2019; District Survey
Report-Dausa, 2016, p. 14-15).

. Economy

The main occupation of Dausa district is Agriculture. Based on occupation in
this region, the percentage of cultivators, agricultural labourers, workers in household
industry and other workers (category of workers) are 57.1%, 11.1%, 2.5% and 29.2%,
respectively. Around 68.2% people are cultivators or agriculture labourers here which
is higher than the state average of 62.1%. The district has recorded Work
Participation Rate (WPR) of 41.9% and gender gap in WPR is 9.5 percent points
(Census of India-2011, Rajasthan-Dausa, part. XlI-A, p. 11). The other major
occupation for the locals is business, local merchant, and a marginal share of
population works in government & private sectors (Official Website of Dausa District,
2021, Tourist Places).

References

1. Bairwa, S. R. (2018). Development of constituencies in Rajasthan: A study of
dausa constituency. International Journal of Research in Social Sciences, 8(9),
193-204.

2. Census of India. (2011). Rajasthan. District Census Handbook Dausa, Village

and Town Directory, Brief History of The District. (Series -09, Part XII-A, p. 9).
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811 PART_A DCH
B_DAUSA pdf

3. Census of India. (2011). Rajasthan. District Census Handbook Dausa, Village
and Town Directory, District Highlights-2011 Census (Series -09, Part XII-A, p.
11). https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811 _PART
_A_DCHB_DAUSA.pdf

4. Census of India. (2011). Rajasthan. District Census Handbook Dausa, Village
and Town Directory, District Highlights-2011 Census. Dausa (109) Rajasthan
(08). (Series - 09, Part XII-A, p. 11-12). https://censusindia.gov.in/
2011census/dchb/DCHB_A/08/0811 PART_A DCHB_DAUSA.pdf

5. Census of India. (2011). Rajasthan. District Census Handbook Dausa, Village
and Town Directory, Dausa (109) Rajasthan (08). (Series -09, Part XII-A, p.
12).
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCH
B_DAUSA .pdf

6. Census of India. (2011). Rajasthan. District Census Handbook Dausa, Village

and Town Directory, Important Statistics (Series -09, Part XII-A, p. 13).


https://dausa.rajasthan.gov.in/content/raj/dausa/en/about-dausa/tourist-places.html
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCHB_DAUSA.pdf
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCHB_DAUSA.pdf
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCHB_DAUSA.pdf
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCHB_DAUSA.pdf

Geographical and Landscape Pattern: A Study in Dausa District, Rajasthan, India 31

10.

11.

12.

13.

14.

15.

https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811 PART_A DCH
B_DAUSA .pdf

Census of India. (2011). Rajasthan. District Census Handbook Dausa, Village
and Town Directory, Analytical Note (Series -09, Part XlI-A, p. 16).
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811 PART_A DCH
B_DAUSA .pdf

Census of India. (2011). Rajasthan. District Census Handbook Dausa, Village
and Town Directory, Rainfall (Series -09, Part XII-A, p. 17).
https://censusindia.
gov.in/2011census/dchb/DCHB_A/08/0811_PART_A DCHB_DAUSA .pdf

Census of India. (2011). Rajasthan. District Census Handbook Dausa, Village
and Town Directory, Forest, Flora & Fauna (Series -09, Part XII-A, p. 18).
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811 PART_A DCH
B_DAUSA . pdf

Census of India. (2011). Rajasthan. District Census Handbook Dausa, Village
and Town Directory, Soil (Series -09, Part XII-A, p. 19). https://censusindia.
gov.in/2011census/dchb/DCHB_A/08/0811 PART_A DCHB_ DAUSA.pdf

Census of India. (2011). Rajasthan. District Census Handbook Dausa, Village
and Town Directory, Cropping Method (Series -09, Part XII-A, p.19-20).
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811 PART_A DCH
B_DAUSA .pdf

Census of India. (2011). Rajasthan. District Census Handbook Dausa, Village
and Town Directory, Land Utilization. (Series-09, Part XII-A, p.20-21).
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811 PART_A DCH
B_DAUSA .pdf

Census of India. (2011). Rajasthan. District Census Handbook Dausa, Village

and Town Wise, Transport and Communication. Airport (Series -09, Part XII-A,
p. 24). https://censusindia.gov.in/2011census/dchb/0811 PART_B _DCHB

_DAUSA .pdf

Census of India. (2011). Rajasthan. District Census Handbook Dausa, Village
and Town Wise, Census Findings, (Series -09, Part XII-A, p. 46).
https://censusindia.gov.in/2011census/dchb/0811_PART_B_DCHB_DAUSA.p
df

Central Research Institute for Dryland Agriculture (CRIDA). (n.d.).
Contingency Plan, Agriculture Contingency Plan for District: Dausa, State:
Rajasthan. (p-1). http://www.crida.in/CP-
2012/statewiseplans/Rajastan%20(Pdf)/ RAU, %20Bikaner/RAJ13-Dausa-
9.3.2012.pdf


https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCHB_DAUSA.pdf
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCHB_DAUSA.pdf
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCHB_DAUSA.pdf
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCHB_DAUSA.pdf
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCHB_DAUSA.pdf
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCHB_DAUSA.pdf
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCHB_DAUSA.pdf
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCHB_DAUSA.pdf
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCHB_DAUSA.pdf
https://censusindia.gov.in/2011census/dchb/DCHB_A/08/0811_PART_A_DCHB_DAUSA.pdf
https://censusindia.gov.in/2011census/dchb/0811_PART_B_DCHB_DAUSA.pdf
https://censusindia.gov.in/2011census/dchb/0811_PART_B_DCHB_DAUSA.pdf

32

16.

17.

18.

19.

20.

21.

22.

23.

Current Trends in Computer Science and it's Application

Central Research Institute for Dryland Agriculture (CRIDA). (n.d.).
Contingency Plan,Agriculture Contingency Plan for District: Dausa, State:
Rajasthan. Area undermajor field crops & horticulture (as per latest figures)
(p.3). http:/www.crida.in/CP-2012/statewiseplans/Rajastan%20(Pdf)/RAU,%
20Bikaner/RAJ13-Dausa-9.3.2012.pdf

Central Research Institute for Dryland Agriculture (CRIDA). (n.d.).
Contingency Plan,Agriculture Contingency Plan for District: Dausa, State:
Rajasthan. Livestock. Poultry. (p.4). http://www.crida.in/CP-
2012/statewiseplans/ Rajastan%20(Pdf)/RAU,%20Bikaner/RAJ13-Dausa-
9.3.2012.pdf

Department of Agriculture, Cooperation & Farmers Welfare. (2020 August 8).
Agriculture Contingency Plan, Agriculture Contingency Plan for District: Dausa,
State: Rajasthan. (p.1). http://www.agricoop.nic.in/agriculture-contingency-
plan-listing; http://www.agricoop.nic.in/sites/default/files/ RAJ13-Dausa-
9.3.2012.pdf

Department of Agriculture, Cooperation & Farmers Welfare. (2020 August 8).
Agriculture Contingency Plan, Agriculture Contingency Plan for District: Dausa,
State: Rajasthan. Area undermajor field crops & horticulture (as per latest
figures) (p.3). http://www.agricoop.nic.in/agriculture-contingency-plan-listing;
http://www.agricoop.nic.in/sites/default/files/RAJ13-Dausa-9.3.2012.pdf
Department of Agriculture, Cooperation & Farmers Welfare. (2020 August 8).
Agriculture Contingency Plan, Agriculture Contingency Plan for District: Dausa,
State: Rajasthan. Livestock. Poultry. (p.4). http://www.agricoop.nic.
in/agriculture-contingency-plan-listing; http://www.agricoop.nic.in/
sites/default/files/RAJ13-Dausa-9.3.2012.pdf

Department of Agriculture, Cooperation & Farmers Welfare. (2020 August 8).
Agriculture Contingency Plan, Agriculture Contingency Plan for District: Dausa,
State: Rajasthan. (p.5). http://www.agricoop.nic.in/agriculture-contingency-
plan-listing; http://'www.agricoop.nic.in/sites/default/files/RAJ 13-Dausa-
9.3.2012.pdf

Department of Agriculture, Cooperation & Farmers Welfare. (2020 August 8).
Agriculture Contingency Plan, Agriculture Contingency Plan for District: Dausa,
State: Rajasthan.Agriculture. Land utilization. Forest Cover. (p.7).
http://lwww.agricoop.nic.in/agriculture-contingency-plan-listing;
http://lwww.agricoop.nic.in/sites/default/files/RAJ13-Dausa-9.3.2012.pdf
Department of Agriculture, Cooperation & Farmers Welfare. (2020 August 8).
Agriculture Contingency Plan, Agriculture Contingency Plan for District: Dausa,
State: Rajasthan.Existing Status of Industrial Areas in the District. (p.9).


http://www.agricoop.nic.in/agriculture-contingency-plan-listing
http://www.agricoop.nic.in/agriculture-contingency-plan-listing
http://www.agricoop.nic.in/agriculture-contingency-plan-listing
http://www.agricoop.nic.in/sites/default/files/RAJ13-Dausa-9.3.2012.pdf
http://www.agricoop.nic.in/agriculture-contingency-plan-listing
http://www.agricoop.nic.in/agriculture-contingency-plan-listing
http://www.agricoop.nic.in/agriculture-contingency-plan-listing
http://www.agricoop.nic.in/sites/default/files/RAJ13-Dausa-9.3.2012.pdf

Geographical and Landscape Pattern: A Study in Dausa District, Rajasthan, India 33

24.

25.

26.

27.

28.

29.

30.

31.

32.

http://lwww.agricoop.nic.in/agriculture-contingency-plan-listing; http://
www.agricoop.nic.in/sites/default/files/RAJ13-Dausa-9.3.2012.pdf

Department of Tourism Website. (2019 December 24). Dausa Beautiful Like
Heaven. http://www.tourism.rajasthan.gov.in/dausa.htmi

District Survey Report, Dausa. (2016 January 15). General Profile of the
District. Travel and transportation. Rail Network. (p. 13). District Level
Environment Impact Assessment Authority, (Deiaa) Dausa.http://www.
environment
clearance.nic.in/ViewDEIAA_OM.aspx?rid=7&stateid=20&districtid=433

District Survey Report, Dausa. (2016 January 15). General Profile of the
District. Travel and transportation. Road distances. (p. 13-14). District Level
Environment Impact Assessment Authority, (Deiaa) Dausa.http://www.
environmentclearance.nic.in/ViewDEIAA _OM.aspx?rid=7&stateid=20&districti
d=433

District Survey Report, Dausa. (2016 January 15). General Profile of the
District. Tourism. (p. 14-15). District Level Environment Impact Assessment
Authority, (Deiaa) Dausa.http://www.environmentclearance.nic.in/  View
DEIAA_OM.aspx?rid=7&stateid=20&districtid=433

District Survey Report, Dausa. (2016 January 15). Land Utilization Pattern in
the district: Forest, Agriculture, Horticulture, Mining etc. (p. 16). District Level
Environment Impact Assessment Authority, (Deiaa) Dausa.http://www.
environmentclearance.nic.in/ViewDEIAA _OM.aspx?rid=7&stateid=20&districti

d=433

District Survey Report, Dausa. (2016 January 15). Land Utilization Pattern in
the district: Forest, Agriculture, Horticulture, Mining etc. (p. 16-17). District
Level Environment Impact Assessment Authority, (Deiaa)
Dausa.http://www.environmentclearance.nic.in/ViewDEIAA _OM.aspx?rid=7&st
ateid=20&districtid=433

District Survey Report, Dausa. (2016 January 15). Physiography of the District.
(p. 17). District Level Environment Impact Assessment Authority, (Deiaa)
Dausa.http://www.environmentclearance.nic.in/ViewDEIAA_OM. aspx?rid
=7&stateid=20&districtid=433

District Survey Report, Dausa. (2016 January 15). Rainfall: month-wise. (p.18).
District Level Environment Impact Assessment Authority, (Deiaa)
Dausa.http://www.environmentclearance.nic.in/ViewDEIAA_OM.aspx?rid=7&st
ateid=20&districtid=433

Government of Rajasthan Education Portal. (n.d.). Districtwise Literacy Rate of
Rajasthan. https://education.rajasthan.gov.in/content/raj/education/en/ school -


http://www.agricoop.nic.in/agriculture-contingency-plan-listing
http://www.tourism.rajasthan.gov.in/dausa.html
http://www.environmentclearance.nic.in/ViewDEIAA_OM.aspx?rid=7&stateid=20&districtid=433
http://www.environmentclearance.nic.in/ViewDEIAA_OM.aspx?rid=7&stateid=20&districtid=433
http://www.environmentclearance.nic.in/ViewDEIAA_OM.aspx?rid=7&stateid=20&districtid=433
http://www.environmentclearance.nic.in/ViewDEIAA_OM.aspx?rid=7&stateid=20&districtid=433

34

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

Current Trends in Computer Science and it's Application

sec-education/literacy-continuing-education/Literacy Scenario/Districtwise
_Literacy_Rate_of Rajasthan.html#

Ground Water Department Rajasthan. (2013). Hydrogeological Atlas of
Rajasthan Dausa District. (Administrative Setup, Location, p. 1). Rotla India
Limited- Mumbai.
https://energy.rajasthan.gov.in/content/dam/doitassets/water/
Ground%20Water/Pdf/PublicReports/Groundwater_Atlas/Districts/Districtwise
%20Atlas%20-%20Dausa.pdf

Mapsofindia. (2014 December 13). District Map of Dausa. https://www.
mapsofindia.com/maps/rajasthan/districts/dausa.htm

MSME - Development Institute. (n.d.). General Characteristics of The District.
Topography. Climate. (p. 4). Small & Medium Enterprises MSME-Development
Institute. Ministry of MSME. http://dcmsme.gov.in/dips/ DIPR_Dausa.pdf

MSME - Development Institute. (n.d.). District at a glance. Roads. (p. 7). Small
& Medium Enterprises MSME-Development Institute. Ministry of MSME.
http://dcmsme.gov.in/dips/DIPR_Dausa.pdf

MSME - Development Institute. (n.d.). Existing Status of Industrial Areas in the
District. (p. 9). Small & Medium Enterprises MSME-Development Institute.
Ministry of MSME. http://dcmsme.gov.in/dips/DIPR_Dausa.pdf

Official Website of Dausa District. 2021. Home. https://dausa.rajasthan.gov.in/
content/raj/dausa/en/home.htmi#

Official Website of Dausa District. 2021. History.https://dausa.rajasthan.
gov.in/content/raj/dausa/en/about-dausa/history.html#

Official Website of Dausa District. 2021. Location & Area. hitps://dausa.
rajasthan.gov.in/content/raj/dausa/en/about-dausa/location-area.html.

Official Website of Dausa District. 2021. Location & Area. (para. 2).
https://dausa.rajasthan.gov.in/content/raj/dausa/en/about-dausa/location-
area.html#

Official Website of Dausa District. 2021. How to Reach.

https://dausa.rajasthan. gov.in/content/raj/dausa/en/about-dausa/how-to-
reach.html#
Official Website of Dausa  District. 2021. Tourist  Places.
https://dausa.rajasthan. gov.in/content/raj/dausa/en/about-dausa/tourist-
places.html#

Official Website of Dausa District. 2021. Sub-Divisions/Tehsils/Blocks.
.https://dausa.rajasthan.gov.in/content/raj/dausa/en/about-dausa/blocks-
tehsils-panchayats.html#


http://dcmsme.gov.in/dips/DIPR_Dausa.pdf
http://dcmsme.gov.in/dips/DIPR_Dausa.pdf
https://dausa.rajasthan/
https://dausa/
https://dausa.rajasthan.gov.in/content/raj/dausa/en/about-dausa/location-area.html
https://dausa.rajasthan.gov.in/content/raj/dausa/en/about-dausa/location-area.html
https://dausa.rajasthan.gov.in/content/raj/dausa/en/about-dausa/blocks-tehsils-panchayats.html
https://dausa.rajasthan.gov.in/content/raj/dausa/en/about-dausa/blocks-tehsils-panchayats.html

Geographical and Landscape Pattern: A Study in Dausa District, Rajasthan, India 35

45,

46.

47.

48.

49.

50.

51.

52.

Official Website of Dausa District. 2021. Geographical & Physical
Features.https://dausa.rajasthan.gov.in/content/raj/dausa/en/about-
dausa/geographical-and-physical-features.html#

RAJRAS. (2016 September 21). Dausa: History, Geography, Places.
https://www.rajras.in/index.php/dausa-history-geography-places/

Saraswat, S. S. (2017 July). Aquifer Mapping And Ground Water
Management- Dausa District, Rajasthan. Area Details. (p. 6, Fig. Index Map).
Central Ground Water Board (WR) Western Region Jaipur http://cgwb.gov.in/
AQM/Rajasthan%20%20Report.html; http://cgwb.gov.infAQM/NAQUIM
_REPORT/Rajasthan/Dausal.pdf

Saraswat, S. S. (2017 July). Aquifer Mapping And Ground Water
Management- Dausa District, Rajasthan. (p. 7). Central Ground Water Board
(WR) Western Region Jaipur http://cgwb.gov.infAQM/Rajasthan
%20%20Report. html;
http://cgwb.gov.infAQM/NAQUIM_REPORT/Rajasthan/Dausal.pdf

Saraswat, S. S. (2017 July). Aquifer Mapping And Ground Water
Management- Dausa District, Rajasthan. Rainfall & Climate. (p. 8). Central
Ground Water Board (WR) Western Region Jaipur
http://cgwb.gov.infAQM/Rajasthan% 20%20Report.html;
http://cgwb.gov.infAQM/NAQUIM_REPORT/ Rajasthan/Dausal.pdf

Saraswat, S. S. (2017 July). Aquifer Mapping And Ground Water
Management- Dausa District, Rajasthan. Geomorphology And Soil Types. (p.
11). Central Ground Water Board (WR) Western Region Jaipur
http://cgwb.gov.in/ AQM/Rajasthan%20%20Report.html;
http://cgwb.gov.infAQM/ NAQUIM_REPORT/Rajasthan/Dausal.pdf

Saraswat, S. S. (2017 July). Aquifer Mapping And Ground Water
Management- Dausa District, Rajasthan. Hydrogeology. (p. 12). Central
Ground Water Board (WR) Western Region Jaipur http://cgwb.gov.in/
AQM/Rajasthan%20%20Report.html;
http://cgwb.gov.infAQM/NAQUIM_REPORT/ Rajasthan/ Dausal.pdf

Saraswat, S. S. (2017 July). Aquifer Mapping And Ground Water
Management- Dausa District, Rajasthan, Demand side Management. (p.26).
Central Ground Water Board (WR) Western Region Jaipur http://cgwb.gov.in/
AQM/Rajasthan%20%20Report.html; http://cgwb.gov.infAQM/NAQUIM
_REPORT/Rajasthan/Dausal.pdf.

VR


https://dausa.rajasthan.gov.in/content/raj/dausa/en/about-dausa/geographical-and-physical-features.html
https://dausa.rajasthan.gov.in/content/raj/dausa/en/about-dausa/geographical-and-physical-features.html
http://cgwb.gov.in/AQM/NAQUIM_REPORT/Rajasthan/Dausa1.pdf

Current Trends in Computer Science and it's Applications

loT Security: Security attacks and Solutions
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Introduction

The Internet of Things is now one of the subjects that professionals and
academics are researching the most (IoT). There are many different loT-related items
that can be connected through wired or wireless networks. These items have a
special addressing system that enables them to communicate and work together to
develop new applications and services, including intelligent homes, intelligent
transportation, linked automobiles, intelligent grids, intelligent cities, intelligent traffic
management, and others. [1]. The reliability of data and the security of personal data
have a significant impact on how well 10T apps and services are received. The 10T is a
complex, scattered, and heterogeneous system by nature, which raises a variety of
security and privacy concerns. Building a trustworthy and effective security method is
currently one of the top goals [2].Several researchers have developed a variety of
solutions to the security and privacy issues, However, in order to fulfil the
requirements for data confidentiality, integrity, privacy, and trust, the 10T still needs an
effective security plan[3]. The prevention of the IoT and its components from
presenting a danger or physically damaging people or the environment is another
reason why loT security is important. To develop a new architectures design that
provide a secure and reliable system environment. It should be taken into account to
build 10T systems with embedded safety and reliability characteristics [4]. To confirm
that the Internet of Things is used to the support of mankind, an accurate background
must also be developed. A rigorous ethical norm would encourage businesses to
create products that are more intelligent and inclusive in order to prevent algorithmic
problems and guarantee global connectedness.

* Manipal University Jaipur, Rajasthan, India.
Manipal University Jaipur, Rajasthan, India.
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° Internet of Things Overview

The Internet of Things system has advanced to the point that it now gives the
impression of being a connected global architecture made up of real and virtual
things. To share data across numerous devices and develop new applications and
services, these items are connected through wired or wireless networks. [1]. The idea
of the IoT was first put out in 1999 by Kevin Ashton, who also founded the MIT auto-
identification centre. The Internet of Things has the potential to alter the world in a
similar way to how the Internet did. The International Telecommunication Union (ITU)
formally debuted the Internet of Things later, in 2005. The 10T has been considered by
a number of businesses and academics. The definition that is most often used is the
one provided by the ITU in 2012. According to the definition of the word, an
international infrastructure for the information society would "enable enhanced
services by integrating (physical and virtual) objects based on existing and emerging
interoperable information and communication technologies." [5]. According to the
claim, connections between people and items are possible "anytime, everywhere,
anything and everyone, preferably over any path or network and any service" with "the
Internet of Things." Academics have described the Internet of Things (1oT) system in a
number of different ways and from a number of different perspectives, but the core
idea on which the great majority of scholars have agreed is that 10T was created to
boost information flow, which enhances the world for everyone.

. IoT Security

Researchers and industry experts concur that one of the main barriers to the
widespread adoption of Internet of things is the security of the IoT system. All 0T
security, privacy, safety, and ethical systems—small and large—are linked together
under the loT system, enabling internet-based communication between them. The
reliability and security of the whole system may be impacted by a component of the
Internet of Things (IoT) that is not adequately safeguarded since every component is
interconnected in a chain. The accessibility and ease of connection of 0T devices
creates opportunities for serious security issues in a number of ways, such as the use
of heterogamous devices, their capacity to communicate with other devices without
asking for permission or informing their owners, and the potential to expose these
devices to serious security risks[6].I1f we want to see more l0T applications adopted,
we must give top attention to addressing security issues in the 0T ecosystem. Users
must fully trust the security of connected apps and loT devices. People must make
sure that their technology is impenetrably secure from all known risks as technology
becomes ingrained in more and more facets of everyday life [7].

. Best Practice for Securing loT Devices

IoT security issues pose significant hazards to our daily lives. Before the
Internet of Things, a security breach may cost you money, but now, a security breach
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could really cost you your life. The following best practices must be followed in order
to secure 10T devices:

Hardware Tamper Resistant: The main measures to making your Internet
of Things devices tamper resistant or tamper apparent are to keep them
isolated and to only allow specific personnel physical access to them. In
order to stop possible attackers from accessing your data, Configuring loT
devices with physical security measures like blocking unused ports and
hiding cameras is a good idea [6].

Strong Authentication: Many IOT users continue to utilize outdated,
insecure passwords. Before utilizing the device, manufacturers should
request that the user replace the default password with a secure one.
Because usernames and passwords are not always practicable for
devices, especially in the Machine-to-Machine communication, which is
required to develop new methods to identify and trust devices are also
required [7].

Firmware Updates: The internet of things devices must have a valid
digital signature and be patchable or upgradeable. l0T devices are subject
to a number of major risks on the internet. To keep devices up to date,
vendors and service providers should be ready for upcoming software
updates. These modifications were to be completed on a deadline or in
accordance with their relevance.

Device Identity Spoofing: Verifying the dependability of the transmitting
and receiving nodes is essential. Protecting against [oT device
identification is thus important. Since creating and maintaining distinct
identities for 10T devices has been difficult due to their small size and light
weight.

Dynamic Testing: IoT devices must undergo testing and develop the
security safeguards with the fewest possible standards. There are two
forms of 10T device security testing: static and dynamic. Dynamic testing
may investigate risks and vulnerabilities in both hardware and software, as
opposed to static testing, which focuses on finding dangers in software.

Failover Design: loT devices should continue to work normally even if
Internet connectivity is lost or interrupted. In contrast, only a small number
of 10T devices are designed to function in the event of failures like Internet
outages or data disconnections. 0T system architecture that involve
human security, such as mechanisms for door lock, video surveillance,
environmental monitoring. Additional functionality for disconnected
operations should be included in these devices [8].
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° Internet of Things Security Attacks

The 10T system's dynamic and dispersed architecture exposes exposed
communication pathways that malicious devices might utilize to create new threats
including the tracking, monitoring, and reporting of user behaviour. Our society has
seen a range of security threats as a consequence of the proliferation of 10T devices,
which need improvement. The four primary attack methods against an IoT device are
physical, software, network, and encryption threats. [9] In this part, each attack
technique is briefly covered along with some common loT system examples. Various
security threats of internet of things are shown in Fig. 1.

loT Security Attacks
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Fig. 1: IOT Security Attacks
o Physical Attacks

Hardware components of the 10T system are aimed in these types of attacks.
This is done by attacker from physically nearby to the system. This type of attacks
needs expensive products, making them more difficult to carry out. Physical
attacks may take on many different forms, including the ones listed below:
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Node Tampering: To get sensitive data, this threat physically harms the
sensor node or even changes the node's whole hardware [10].

RFID RF Interference: This hack targets 10T devices in an effort to harm
them. The RFID tag is used by the attacker to transmit noise signals
utilizing radio frequency signals, which are used by RFIDs for
communication. The efficacy of communication is decreased since these
frequencies interact with RFID signals.

Malicious Node Injection attack: This type of attack physically installs a
malware node among the communications nodes of the Internet of Things
structure in order to collect important data and manage all data flow among
several nodes.

Malicious code injection attack: This attack method seeks to physically
insert malicious software into an loT node in order to get entered to an loT
system.

Physical Damage: Similar to node tampering, this form of threat physically
harms Internet of Things (loT) equipment. This form of assault is
challenging to execute because the attacker must physically enter the
space or structure where the 10T devices are located in order to damage
them. This attack directly targets the 0T system in an attempt to lower
system availability and service quality, in contrast to node tampering
attacks [11].

Sleep deprivation: To increase battery life, the majority of sensors employ
rechargeable batteries with a sleep cycle. The sleep deprivation attack
keeps the nodes operating continually, which encourages higher energy
consumption, and causes them to shut down after eating up all of the
battery energy [12].

Social engineering: In this type of threats, attacker gains access to the
IoT systems by misleading users and taking advantage of their lack of
security knowledge in order to gather personal data or carry out specific
tasks that will assist him in achieving his objectives.

o Software Attacks

The majority of security risks in practically all software systems are primarily
caused by software attacks. Using the system's communication interfaces, they aim
for the vulnerabilities and dangers discovered during implementation [13]

Malicious Software: Since the Network is connected to the 10T device,
the hacker may take advantage of this connection to create malicious
programs that are intended to steal sensitive data or impair system
structure accessibility. System users improperly start these dangerous

apps.
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Phishing threats: This kind of attack uses social engineering collects user
login details and other private information via malicious emails, messages
or phishing websites. Viruses, worms, and spyware: Harmful code injection
attacks—where the attacker uploads harmful software into the system in
an attempt to obtain access, steal confidential data, or lower system
availability—are forbidden.

Denial of Service (DoS): A Denial-of-Service attack on an loT structure at
the application-level layer may have an effect on all users of 10T networks.
This type of threats not only prevents genuine users from accessing the
system, but also allows the attacker complete control to sensitive data [14].

° Network Attacks

To send data between different 0T devices, a variety of networks that are
linked to one another make up the Internet of Things system. Because they may be
executed even if the attacker is not physically near to the network, attacks on
networks often target loT networks. The following is a list of the many forms of
network attacks:

Traffic Analysis Attacks: Due to its wireless nature, this sort of attack
focuses on sniffing out sensitive data as well as other forms of data. Before
beginning any attacks, the attacker needs often gather some network
information [13]. Using a network analysis attack, this is achieved.
Spoofing a RFID: This attack type modifies RFID signals to get access to
data which is stored on the RFID tag. Using the original tag ID, the attacker
sends fake data which look like a originate from the actual source, gaining
access to the whole system as a genuine node[14].

Cloning of RFID: This kind of attack replicates the data from one RFID tag
onto another RFID tag and then attack it. The original ID of the RFID is not
copied, despite the fact that the data on the two RFID tags is identical [15].
RFID Unauthorized Access: Since the majority of RFID nodes are not
equipped with reliable authentication mechanisms, it is easy for anybody to
hack them and read, modify, or even destroy the data they contain.
Sinkhole Attack: By rejecting all packets rather than transmitting them to
the designated receiver, this kind of attack seeks to jeopardize data
confidentiality and obstruct network operation.

MITM Attack: A malicious node must be positioned in the middle of two
communicating nodes in order to carry out a Man-In-The-Middleattack. It
may now intercept and see any communication transmitted between nodes
as a result. Depending on the network connection procedures used by 0T
devices, an attack may be carried out even if the attacker is not physically
present near the network.
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= Attacks on routing information: To forward traffic to its intended
receivers, the network router consults information from routing tables. This
kind of attack spoofs or alters the contents of the relevant table to interfere
with network operation, resulting in the bulk of traffic being ignored and
error messages being shown [16].

o Encryption Attacks

All objects are connected by the 10T system using a variety of communication
channels. Encryption algorithms are applied to protect the communication process.
But nothing is impervious to damage. Attacks on encryption are aimed at breaking the
IoT system's encryption framework [15]. The following are some examples of
encryption attacks:

= Side Channel Attacks: These attacks employ specific approaches to
access encryption and for data encryption process decryption keys used
and are directed at 10T encryption devices.

= Cryptanalysis Attacks: In the event that the attacker already has access
to the plaintext or ciphertext, their objective is to decode the system's
encoding structure in order to ascertain the encoding key. Cryptanalysis
attacks come in a wide variety of forms, including chosen-plaintext, known-
plaintext, ciphertext-only, and selected-ciphertext attacks.

= MITM Attack: To interact with one another via a secure channel, two
nodes must exchange their encryption and decryption keys. By
interrupting signals passed between the nodes and trying to exchange
the keys with each node independently, an MITM attack aims to get
access to this data. Any further communications transmitted between
communicating nodes may now be encrypted and decoded by the
attacker. [16].

Conclusion

The Internet of Things which allows nearly any device, equipment to be
associated to the Internet and exchange data, has made it possible to develop
additional services and software that enhance our life satisfaction. Using low-cost
sensors, the 10T addresses, identifies, and locates the different things and objects that
are all around us. It is crucial to address these problems and guarantee the safety and
privacy of IoT products and services. The integrity of loT devices and associated
services must be trusted by users. IOT security was discussed in this article, along
with best practices, dangers, and IOT security.
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Data Security and Privacy using Blockchain
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Introduction

Blockchain, a ground breaking innovation, is emerging as a new era.
Blockchain technology has been more well-known in recent years as a result of its
decentralised, peer-to-peer, and immutable characteristics. Blockchain is a public
digital ledger that can be accessed by any network user. The idea is based on
Santoshi Nakamoto's 2008 Bitcoin cryptocurrency. [1]. The most recent
advancements in information technology have resulted in a tremendous flow of
information and the large amounts of important data they contain, which makes them
vulnerable to cyber-attacks that result in hacking and modification of the valuable data
[2]. Blockchain technology enables private, one-to-one communication. In Blockchain
Technology data and transactions are recorded in the blocks. Blocks in the blockchain
are linked with another block to make a chain. Every block is divided into two parts, a
block header and block body. Transactions are accessible to the public, but no one
can change the data or the transaction once it has been recorded in the ledger.

Blockchain replaces the traditional centralised model of trust with a fully
decentralised network of nodes. Based on synchronised Distributed Ledger
Technology (DLT), it maintains information replication and sharing among numerous
nodes dispersed across numerous remote locations, acting as a decentralised
database [3].Blockchain provides several advantages, including transaction
provenance, accountability, traceability, and transparency recorded in the distributed
ledger.It provides a fully decentralised root of trust that avoids centralised authorities,
making trust possible among previously untrustworthy or unknown consumers and
stakeholders. Because of this, changing the history of transaction is quite tough. A
fully decentralised P2P network that duplicates data storage is also used to store
blockchain transactions, eliminating the possibility of data loss.

* Manipal University Jaipur, Rajasthan, India.
Manipal University Jaipur, Rajasthan, India.
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In the modern world, a large amount of data is conveyed via insecure
transmission systems. Security and privacy issues arise when using an unreliable
transmission medium. With blockchain technology, one-to-one secure communication is
possible. The public can access the transactions that have been recorded, but once the
data or the transaction has been entered into the ledger, it cannot be changed by anyone.
For the advantages it offers, blockchain technology has attracted the interest of various
scholars and government organisations. In contrast to typical centralised architectures, a
blockchain does not rely on centralised nodes. The system's blockchain nodes each
separately store and analyse data. Single point of failure is an issue that it can effectively
solve. However, every transaction record in a blockchain must be made public in order to
achieve public verification. It will cause privacy to be compromised. When transaction
records contain sensitive information like military data, bank account details, or personal
health information, it poses a major risk to both personal safety and national security. As a
result, before applying block chain technology in practise, the issue of data security and
privacy needs to be solved. The fundamental technical foundation for resolving these
issues is provided by cryptography [4].

° Structure of Blockchain

A blockchain is comprised of a set of blocks linked together in the form of
linked list. A hash pointer contains the block’s hash value at a particular time [5]. This
hash value is needed to verify that the previous block's contents are accurate. The
first block, or "genesis block," is the head of the blockchain and is referred to as such
because it is the only block in the network of chains that is not connected by another
node as shown in Figure 1.

Blockchain is chain of Blocks that contains Data

Block 1 Cq) Block 2 CfD Block 3 amm Block N

A blockchain is a platform for information sharing and distributed computation
that allows different nodes to participate in decision-making, but do not trust one
another. A single point of failure is a problem in centralised systems. A decentralised
system with a number of coordinate’s points eliminates the single source of failure. In
a distributed system each node collaborates to complete the task. Every user is called
as a distributed connected node. The Blockchain list, which is regularly updated, is
kept on file by each node. A node has a variety of functions, which include mining,
transaction validation, and initiation of transaction [6].

Figurel: Blockchain Architecture
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Block

A block in blockchain is a set of transactions. Any node in a blockchain
network can initiate a transaction and send it to all of the nodes connected to it. As the
next step, once a transaction has been approved, it is added to the blockchain using
previous transactions. The number of transactions that occurred during that time
period is compiled into a block, which is then stored in a Blockchain block. Typically "A
block in blockchain may include around 500 transactions or more, and its size is
approximately 1 MB in Bitcoin. It may occasionally reach 8 MB or even more. Larger
blocks can facilitate processing more transactions at once. Fig. 2 describes the
Blockchain system in full. Each part of Figure is explained below.

Two elements: Block Header and Transactions List
The following block-related metadata is included in block headers:

. Previous Block hash: Each block uses the data from the previous one. The
blockchain system cannot be altered because it generates the hash of new
blocks using the hash of older ones.

° Hash Pointer: Hashing of data used cryptography is called a Hash Pointer. To
determine whether or not a third party has tampered with the data, the hash
pointer is used. Hash Pointers are organized the blockchain by linking the data
blocks with each other’s.

. Merkle Tree: In a Merkle Tree structure, the transactions are organised. There
is a verification of all transactions at the top of the Merkle tree as shown in
Figure 2. Using the Merkle Root, the block hash is generated. Block hashes
must also be altered if a transaction is updated. The complexity of the mining
algorithm affects how difficult it is to change a block in a blockchain.
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Figure 2: Structure of Merkle Tree
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° Challenges in Blockchain

Blockchain technology still has problems, despite the reality that it has
provided excellent support for managing security. Some of the challenges have been
described here:

= Scalability

The volume of daily transactions and the size of blockchain usage have both
increased significantly. Transactions are stored on nodes so they may be verified. The
current transaction source must first be validated prior to the transaction itself. The
inability to handle millions of transactions simultaneously in real time is largely due to
block size limitations and timing issues necessary to create fresh blocks. In a few
instances, a transaction could be delayed as a result of the block's size[7].

= MITM Attack

A person inserts themselves between two nodes and compromises their
transactions, known as a "Man in the Middle Attack”. A MITM attack attempts to pose
as a legitimate user in order to acquire transmission data.

= Privacy Leakage

Because all network users would be able to access the balances and
specifications of public keys, transaction privacy will be compromised, making
blockchain the most insecure technology. Blockchain has been used as one technique
of obtaining anonymity. This can be categorised as a mixing solution and an
anonymous solution [8].

= Security

Integrity, availability, and secrecy are examples of concepts related to security.
As everyone is aware, distributed networks have weak confidentiality and integrity,
both of which are serious issues. Availability won't be a concern in this scenario
because replication is present. Another significant issue is attacks with a 51%
majority. The chain may effectively be taken over by one miner in this scenario. There
may also be difficulties, such as preventing DDoS attacks, Trojans and viruses from
adware, etc. [9].

= Distributed Denial of Service (DDoS) Attack

A DDoS attack targets a single system, such as a running application,
computer system, server, website and other network resource, and takes control of it
to shut it down or alter system-related data by slow down the processing. This type of
attack on the blockchain might be harmful to the company.

= Blockchain Security and Privacy

The two main issues with the blockchain security, privacy with potential
solutions are described in this section.
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Security of Blockchain Technology

In the context of blockchain technology, security can be interpreted as the
protection of user-related data. The process of protecting data against both internal
and external attacks. A variety of researchers have employed strategies including
secrecy, integrity, and authorization to safeguard data inside a block network [10].
Some principals of blockchain security are: (1) Use a variety of technologies to
safeguard data against hacking; for example, maintaining data security in numerous
layers is preferable to a single one. (2) To strengthen data security, the access
process to the data should be kept to a minimum.

Security Solutions

° Applying the encryption principle allows us to keep the data secure and
confidential [11].
o To provide a high level of security, use special keys with encryption

techniques. Both private and public keys are used [11].

. A new data structure called SmartPool is used to safeguard data from
intruders [12] From Ethereum node clients, transactions containing information
about mining tasks are received by SmartPool. The miner then carries out
hashing operations in accordance with the duties allocated to it, sending the
completed shares to the client smartpool. The finished shares will be
committed to the smartpool Ethereum contract whenever they reach a
predetermined threshold. The shares will be examined by the smartpool
contract, and rewards will be given to clients.

Privacy of Blockchain Technology

The privacy is the ability to conduct network transactions without leaking or
losing any important information. Making personal data non copy able by users who
want to copy it is the goal of strengthening data privacy. There are a few common
traits of data privacy, including (1) the idea of encryption will be used on the data, and
(2) all data privacy laws must be followed, especially for sensitive and necessary data

Privacy Solutions

. One can infer some private information by looking at the public content
because senders and receivers on the blockchain are linked (also known as
an analytical attack). One technique to prevent this attack is to use mixer to
hide the relationships in the transaction. Users of a mixing service can hide
both the receivers and the content of a participant's messages. [13].

. With the ring signature, a user as a group participant can sign the message
representing the group as a whole, but it is not possible to tell who has actually
signed it. This technology's fundamental idea is choosing a set without a
central coordinator, which will significantly improve privacy in blockchain.
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° A form of the zero-knowledge proof (ZKP) known as non-interactive zero-
knowledge proof (NIZK), in which the prover and the verifier do not
communicate, can be used in blockchain to distribute and anonymously verify
messages [14].

Conclusion

The development and execution of Bitcoin transactions are only a small part of
how the Blockchain concept and technology are used today. Its acceptance has gone
beyond its original application areas due to its attributes of security, privacy,
traceability, intrinsic data provenance, and time-stamping. Nowadays, whether it is
machine-to-machine or human-to-human transactions, the Blockchain itself and its
variations are utilised to protect all kinds of transactions. To achieve Blockchain-based
systems applications and attributes use a variety of security and privacy techniques,
including non-interactive zero knowledge proofs, verifying secure smart contracts,
multiparty computation with security, encryption, anonymous signatures, mixing, and
representative consensus techniques.
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Introduction
Water Delivery System History

Water distribution has a long and storied history, dating back to the third
millennium B.C. As a consequence of advancements in civilization, technical
developments, and industry in the related areas of water distribution, water distribution
has improved tremendously. Figure 2.1a depicts a series of pots used by the Spanish
to draw and distribute water. Figure 2.1b illustrates the water drawing.

Figure 2.1 a. Chain of Pots in Spain b. Drawing Section [28]
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The 10T'S Evolution

The drainage system has quite a long and distinguished history dating back to
the third millennial B.C. As a result of advances in civilization, technical developments,
and development in the related areas of water distribution, water distribution has
improved tremendously. Figure 2.1a illustrates how the Spanish use a series of pots
to draw and distribute water. Figure 2.1b depicts a water drawing. "There are
machines that run analyses based on the data gathered without any human
interaction," Ashton explains. Everything can be tracked and counted, which helps to
reduce waste, loss, and expenditure. When things also have to be replaced, fixed, or
recalled, users will be alerted.

in good working order More information gathering capabilities for computers
are required. This simplifies everything. user to see, hear, or smell the world
independently Thanks to ultra - wideband sensing or other sensor technologies,
computers can observe, detect, and understand the environment without the
limitations of human-entered data [29]. Before the lot technology, supervisors control
and acquisition system (Hereinafter SCADA) was widely employed.

Water Scada System for Water

DELIVERY WATER SCADA is commonly used to track water amount, quality
(pH), flow, and pressure. The WATER SCADA system consists of a master, field
equipment (RTUs), and Programmable Automation Controllers (PLCs). Usually,
human operators are in charge of these. PLCs are used to continuously monitor the
allocation components and transfer the data to a centralised Console WATER SCADA
system. In the case of a pipe break or damage, this technology provides for fault
location identification. The WATER SCADA controls the water distribution network's
feeder and distribution valves. In the event of a severe disaster, WATER Control also
sends out notifications to its controllers and shuts down the network. Water conducts
electricity.

Water Scada of the Second Generation

Many operating stations have been linked together around a wired Ethernet
port (LAN). Each operating station is in charge of its own obligations. The near-real-
time station's data is collected and delivered to that same WATER SCADA master. It
works on the Master/Slave principle.

Except for the first WATER SCADA, this technique decreases the related cost
and time to some extent. Communication network protocols, on the other hand, are
not standardized since they are proprietary.
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Water Scada of the Third Generation

The WATER SCADA of the third generation is made up of simpler
components. Communication protocols that are standardised are introduced. The
large-scale system's cost effectiveness is improved by connecting of greater
geographical interconnections.

4th Generation Water Scada (loT)

Cloud computing or fog computing have evolved over time. These ideas are
being applied in WATER SCADA systems' infrastructure. 10T deployment might
reduce installation costs, shorten computation times, and improve reliability.
Groundwater SCADA connection technology advancements contribute to enhanced
processing efficiency. 10T systems can employ open network protocols.

Water Scada and IoT Water Distribution System

Now that we've looked at numerous generations of WATER Computer
networks as well as the growth of the Internet of Things, the next sections will look at
how WATER Computer systems are connected to loT with in water distribution
networks.

The current water supply system (WDS) might be made less intelligent by
using loT. By combining 10T into metering and also other intelligent electronic
equipment, WDS may improve resilience and fuel generation, reduce the number of
communication channels utilised, have strong control over household items, acquire
high-frequency data, and improve scalability and interoperability.
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The Internet of Things will also be able to help smart water networks scale up.
With the use of 10T in the water distribution system, demand forecasting can be done
more precisely utilising the granular data available, and distribution system
automation can be done more efficiently. In a water distribution system designed by
Patawala et al., WATER SCADA is used for relative monitoring. The flow, volume, and
water management are all monitored and managed using WEBGIS, a web-based
system. This helps with data management and storage. As part of the urban city
initiative, an loT-based system for business water delivery has been proposed. The
volume of water consumed as well as the water quality are continuously monitored. In
addition to the PH sensor, The universal attribute of water known simply electrical
signal conductivity maintains the purity of water. Port city pipeline supply is used there
in system to decrease water waste.

Robles and colleagues investigated the possibility of linking the WATER
Systems to the internet. This system has given the control mechanisms a new phase
and suggested a new design for loT-based devices. The physical plus process layers
are exposed to a new framework. Alshattnawi et al. also provided an loT-based
blueprint for water management. It's a comprehensive design that links and embeds
process power structures. It was proposed to use IWRM (Iswm Management).

Verma et al. have demonstrated an loT-based system for controlling water
consumption on a campus. Ultrasonic sensors or a sub-GHz-based technology were
created to traverse the large distance between the tanks.

Natarajan and colleagues created a simple fluid filling program that focuses
upon filling the upper tank with water. The data is obtained via the DWEET cloud
server. JSOVP is the software that reads data on cloud server. This method is
generally designed to monitor level. Kulkarni and his colleagues developed a Cellular
water management system that detects theft. Water larceny is detected with the help
of level and flow sensors, then fluid filling is accomplished with the help of Raspberry
pi 3 devices. For sewage water transport, Latif et al. proposed a graph-based model.
The Vienna Determine And implement is used to convert a graph-based model into a
formal model.

Language of Specification (VDM-SL). A whole disposal system is represented
as a graph, with nodes representing junction valves and edges representing water
flow. In this system, smart nhodes are also employed to split up distributions. A backup
hose is used to prevent the overflow.

Feng et al. demonstrated an loT-based advanced system for field water
irrigation monitoring and regulation. Its main purpose is to employ sensors to control
water drip irrigation. ZigBee is the system's communication medium. Cloud computing
is used to handle the large amount of data generated by sensors. Li and colleagues
developed a precision algorithm-based agricultural monitoring system. To detect



56 Current Trends in Computer Science and it's Application

growth, soil characteristics, moisture, and other parameters, a variety of sensors are
utilised. Relays are among the controlling components. Regulators, etc. A multi-
purpose Gpr module is used for A/D conversions, data management, and
transmission. The sensors calculate the crop's water need, and water is given to the
appropriate patches.

Kulkarni and Joshi proposed a unique approach for controlling water supply
and preventing network water theft. The system is simulated using the ADAFRUIT
server. In order to execute a unique distribution procedure, a turbidity sensor is
employed in conjunction with other sensors such as flow and level. A method for
monitoring the skills needed to work network management system has been
presented by Abdelhafidh et al. Data sources are gathered, and data analysis is
completed. Data visualisation is used to consume data on the internet. The Internet of
Things is a concept in which network devices may gather and detect data from
outside world and then distribute that information on the web, where it can be used
and processed for a variety of purposes.

Water Management System and WSN

The literature on the application of Sensor Network in water distribution
systems, as well as subterranean sensor communication, is discussed in the following
section.

Outtagarts et al. have looked at the different aspects of wireless sensor
networks. Micro electro grippers have facilitated the design of smart sensor (MEMS).
MEMS can detect, collect, and measure the environment before sending the data to
the user based on some decision-. WSN has the greatest potential for a variety of
applications, including military applications, mapping and surveillance, biological
condition monitoring, environmental sensing, seismic perceptions, and so on. Large
number of sensor nodes make up the global sensor network. Two-dimensional
positioning is used to place the sensor grids. Or optimal placement models in three
dimensions The terrestrial WSN can send data to a central. Subterranean networks
link sensor nodes or sink nodes together. Mobile WSN is used for data. Collection.
Zebranet, a mobile sensor network, is used. Morris and colleagues looked at how
packs, bursters, and tricklers are used in WSNs to provide a tremendous rush of
energy when needed. Agriculture, healthcare, construction, and service are all
possible applications for self-awareness WSN. Wastewater reuse in irrigation has
several different components. According to the worldwide water distribution scenario,
only 2.5 percent is accessible. The two types of water distribution systems utilised in
irrigation are surface irrigated and drip irrigation.

Underground Senor Communications

Afshar and colleagues investigated the challenges of constructing a
subsurface wireless sensor network. An experimental setup was created using Mica-z
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wireless sensor motes. B-MAC, a radio resource protocol, and even a Crossbow
programmer board are used in the experiment. This technique has been
demonstrated to be useful in agricultural lab research as well as for determining
transmission faults. Ferrari and colleagues have devised a system that uses wireless
subterranean sensor networks to accomplish communication through dirt. The data
sensed beneath was sent to the controller located above ground level via two
communication channels. The following are the two tiers of communication:

Communication from underground to underground and underground to cause
high. The three strategies of Electromagnetic Magnetic (EM) pulses employed in this
study to conduct successful communication are attenuation, reflection, and multi-path
fading.

Kulkarni et al. have created an loT-based water management system with
theft detection. Water theft is detected using level n flow sensors, and fluid filling is
done with the aid of Arduino and Micro - controller operated devices.

Tarig AL-Kadi has created a wireless fingerprint system that can detect leaks
in pipelines buried below ground level. The key parameters that are factored are as
follows.

Instrument Quality, Pressure, Material Type, and Vibration are all factors to
consider when determining the age of a system.

In order to achieve effective and efficient subterranean data connection, a
magnetic induction-based communication system is required. Pipe leakage is defined
as drip-out, which occurs outside the pipe's surface and is detected by moisture
sensors installed on the pipe's top and bottom surfaces. It has been determined that
the system operates effectively when communication between the subterranean and
aboveground sensors occurs at a 2.4ghz with a 73-100 metre operational range.

Bennett et al. conducted a comprehensive case study on a wireless sensor
network-based subterranean railway application. The wireless technique employed is
radio signalling. The physical properties of a bridge are determined via Structured
Health Monitoring (SHM). Acceleration is detected using a Micro - Electro -
mechanical System (MEMS). The photos are collected using a wireless camera and
transferred to the hub for communication over the wireless network. The EASY AG-II
system is used to detect liquid levels at different depths. Cordless mesh and Anti - anti
are the methods used during the device, IEEE 802.15.4 is indeed the standard
utilised, and Linear Potentiometric Diaphragm Transducer (LPDT) gauge, humidity,
and temperature sensors have been used in this.

Sun and colleagues have created a wireless subsoil sensor information
systems for boundary detection (WUSN). The devices are not completely buried; they
are situated below ground level and communicate through air ducts. The technique
was created with oil mining in mind. Pipes are fractured using hydraulic fracture
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machines, and sensors are continuously embedded in the fissures. Subterranean
sensors and subterranean sink sensors are installed, as well as a battery-powered
power source. For strong dependence communication, a terahertz effective
communication is being developed.

Akyildiz et al. emphasised research challenges in underground sensor networks
and solutions for determining route losses. Wireless underground sensor networks are
used to monitor water and mineral levels. Underground infrastructure is monitored using
seismometers implanted in the earth. EASY AG-Il sensors are used to determine the
volumetric contents. The CR500 data recorder can record up to 40 sensors. The data
will be forwarded to a central location. Motes can be used in place of a data recorder.
The sensor and transmitter are buried beneath the dirt to prevent external vandalism.
The water management system functions well thanks to electromagnetic wave
communications between subterranean and aboveground sensors. The transmitted at
2.4GHz and has a frequency of 73 meters and 100 meters.

Water Distribution System based on Agent

The following section discusses the work related to the use of Number of co in
water distribution systems. The impact of MAS on the water system is described in
literature, along with some of the early initiatives in agent technology. The relevance
of agents and their different qualities in addressing issues without human intervention
was highlighted by Jennings and Wooldridge (2018). Agent have a few distinct
characteristics that separate them from other programs. The first one is social
capacity, which needs the agents to collaborate when the situation calls for it. Second,
agents must comprehend their circumstances (perhaps the actual surroundings, the
consumer, the pool of operators, the Website, etc.) and respond swiftly.

The relevance of Distributed Intelligent Machines (DAI), which has been
around for over a decade, was underlined by Stone et al., (2020). Systems having
autonomous composite elements that communicate within an area are of interest to
the DAI. The scattered character of achieving a wide goal jointly has typically been
split into two disciplines in DAI. Then there's multi-agent systems.

Rudowsky and colleagues proposed for the use of agents to carry out water
distribution activities. This model attempts to categorise every district metered area
using a Multi-Agents method. The entire world is governed by Arduino and is connected
to the web through Wi-Fi. The postal index code is used to classify the areas.

Milojicic et al. proposed an officer model for home water management in the
Valladolid metropolitan area. A hybrid agent-based approach is formulated for
forecasting. ANN is replaced by an agent-based model (ABM). A water supply
distribution and management architecture is proposed. Boano and colleagues
developed an integrated model for estimating residential water demands and
managing water delivery. To mimic environmental signals, the tool DAWN is
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employed. The consumer pattern is used to forecast. Concerns about social issues
are taken account. The above models are created as element of social simulation
approaches. Candelieri et al. used agents to study home water use behaviour
modelling and consequences. A case study is being conducted on Beijing residents'
water use. Astros RWUM (Residential Water Use Model)is produced The researchers
used an agent-based social simulation. A regulating agent affects the structure and
impacts on water price. The simulation technology platform is SWARM. Shan et al.
developed a system to gather water consumption and user kinds using a multi-agent
architecture. Santiago de Chile, the country's capital, was the focus of a detailed
examination. The institutional framework was followed. A mathematical framework for
decision making and water management planning is used to undertake an ex-ante
analysis of flood control at the lower level. The Monte-Carlo method is used to
generate agent populations given sample data.

Belecheanu has focused on the business applications of agent as well as the
challenges of putting them in place. In business model simulations, Magnetta and
vessel management have been found to be more efficient. Eurobios purchased SCA
Packaging, a global packaging company, in order to construct an action simulation
model. To improve matters, the agent standardized FIPA is being developed further.
Jennings et al. have looked at a number of different types of agents. Responsive,
proactively, and socio agents are the three types of agents. One of the most important
features of an agent-based system is abstraction. Although conceptual, agent-based
systems are not implemented using software structures. Because intelligent assistant
systems lack total access to the system, security and representatives have become
critical factors. Ganchevet et al. Software-defined a standard foundation for smart
cities Medical, construction, water management, and water quality monitoring are just
a few examples. The different challenges that may be tackled by implementing loT
were discussed in this study, with water conservation being one of the most important.
This notion of a multi-agent-based devices in smart cities might be executed on a
wider scale with rigorous studies and correct operational methods.

Request Forecasting

The following part discusses the work on prediction analysis in water systems
using various methodologies. Demand management, sensor design, and sensor
accuracy all influence the effectiveness of a water supply network. Knowing how
much water for future distribution will need a complete assessment of present and
future demand. As a consequence, a time-oriented control system is created, which
meets predicted demand while simultaneously satisfying quality and cost
requirements. The standard method of forecasting demand is to use previous data for
a specific time period. They may be combined with other technologies to create a
more sophisticated system for monitoring water quality and regulating water delivery.
for Laspidou et al.
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For instance, a system comprising for estimating water use in the Austin
residential area has been proposed. The consumption pattern is influenced by the
number of members in the household. Kohenen self-organization maps are used to
cluster the data. 7*7 shapes are used in the consumption graphical analysis. Candelieri et
al. did research on the usage of water in Greece and Poland. The poll was conducted
using a consultancy report. This study used socioeconomic and property factors as input
data sets. Water end customers' behaviour was predicted using time series analysis.
Mireku et al. have mostly concentrated on water resource management and utilisation for
agricultural reasons. The data sets are used to calculate each crop's water requirements.
The resource demand is shown graphically. Format dependent on the crop type Herrera
et al. created a Deep Learning (ML) based scheduling model for forecasting urban water
usage as part of the urban city initiative. The Multiple Kernel Relational Algorithm (MKRA)
is used to anticipate pricing based on a continuously flow of data. The new data is then
compared to the information gathered during the case study. Artificial Neural Networks
(ANNs) are employed in a system to predict water consumption in a given area (ANN).
Prediction data from the Laminga water treatment facility and distribution network is used
for 60 days. The supervisory control is responsible for ensuring login security via
registered user and password protection, but also interacting with the demand node for
pump and valve actuation and deactivation.

On top of the Vessel SCADA system, a machine learning model (ANN) is
implemented. Conducted a case study done in Nigeria, this approach was created. The
Water Delivery System has a mechanism for remotely monitoring hydrological conditions
and constructing a realistic water shortage solution. A decision-making model was
developed after an assessment of a test case of demand forecasting of water used by
persons in residential buildings in Korea. Backpropagation Network are used to forecast
demand while accounting for climate, seasonality, and geometrical parameters. It has
been established that machine learning algorithms such as ANN, SVM, BPNN, and Crf
have been used in a significant quantity of research. Residents' consumption for two
years, from 2012 to 2014, isthe data analytics utilised in water predicting is being used as
training information to create an analytical model. Any of the technologies have employed
deep learning to estimate water consumption.

Water Quality Monitoring with 10T

In addition to estimating home water use, it is necessary to monitor the water
quality provided. This chapter explained how the Internet has been used to track the
quality of drinking water delivered to houses. Water quality monitoring is more efficient
and adaptable thanks to the Internet of Things. It saves money on travel and labour while
also expediting the process. Monitoring use a variety of sensors, including pH and
turbidity sensors, to test water quality at regular intervals. As a consequence, quality
meters are used to verify the quality of drinking water inside pipes, which is a simpler and
less expensive approach. This does not imply the establishment of a shared foundation.
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For forecasting the quality of water to be used In the aquaculture market,
Encinas shows a need for water quality. The use of wireless sensor networks to
monitor water quality indicators including pH, temperature, and oxygen is covered in
depth in this article. An Android application is used to track these metrics. Although
the proposed method is cost-effective and customizable, it has one major flaw: it lacks
a warning system that alerts receivers to the water quality. The Raspberry Pi
computer is used to operate a Written in java ambient heart monitor that collects data
on environmental circumstances and the amount of various toxins present in water at
a reservoir. The earthquake was also detected with the use of a seismic meter. The
drawback of this strategy is that Raspberry-Pi is not available.

Computers are restricted in power and only take digital input. As nothing more
than a result, most of the devices could not be included in the system. For controlling
water resources, a groundwater monitoring system internet-based GIS technology is
used. Customers might use an immersive application to learn about the groundwater
sources accessible in their current area. Given the fact that this system offers a stable
visualisation platform with data analysis features, its enlargement to a large number of
sensor modules is critical owing to its incompatibility. Cloete et al. proposed a system
that measures several water quality parameters using numerous built - in sensors
from fundamental principles. ZigBee transceivers are used to send data. If the sensor
detects certain amounts, Audio alarm signals are played when you enter the critical
zone. The measured findings are also shown on a GUI platform. Although the
suggested system has a good alerting mechanism, there is no history data from past
records for order to obtain accurate results. In conclusion, this chapter reviews the
literature in the areas of water supply systems growth, 10T and WATER Dcs in water
distribution systems, demand forecasting, multi-agent systems in water distribution
systems, 10T in water quality, and clouds computing in lIoT. According to the research,
no system uses Multi Agents to forecast water demand for transporting water to
consumers and monitoring the bong's health, including groundwater resources under
the planet's surface. The following section will cover the loT-Fog-based Water
Distribution, preceded by a comparison with water demand forecasting utilising
mathematical and statistical techniques (ARIMA) and Computer Learning-based
forecast methods.

Conclusion

For monitoring and management of water delivery, 10T, Fog/Edge Computing,
and Cloud Technology were linked into an loT-Fog based water supply system. The
supply/demand imbalance can be effectively managed by utilities, and customers can
be involved in water demand management in the near future.

To summarize, an loT-based WDN architecture with Cloud and Fog
computing, as well as a multi-agent-based system employing Net Logo, is suggested.
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The loT-based water distribution system aims to provide users with a lossless water
supply. The software's multi-agent architecture is designed to deliver clean water to
users and to undertake round-the-clock pipe health monitoring to ensure pipeline
safety. The system is a Smart Public Water Network thanks to the integration of a
multi-agent-based system with WDN (SWDN). It also assures that, as a result of the
pricing policy, customers use the valuable water resource with the utmost care.

Technology was necessary to relay data from smart water Meters, as well as
from hydraulic detectors positioned beneath the ground surface to fog nodes
commonly found above the ground surface A Ml to RF converter boosts the loT-Fog-
based water distribution system, making it easier to convert magnetic induction
signals. received from underground devices and transformed into Rf Signals that
contemporary Internet of Things devices can interpret. Water use data obtained from
consumers' smart irrigation meter. Consumption and quality are investigated using
Haze Node. Short-term consumer demand in a In real time, the water distribution
system evaluates a specific postcode. A Time series Analysis model called SARIMA
was used to anticipate future customer demand for a specific postal zone on a daily
basis.
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Introduction

The Government of India wants to make India digitally empowered, so that all

the services will be available electronically to the citizens thereby improving the
connectivity. The Government is taking various digital initiatives from time to time
which are inclusive of growth in almost all the sectors. These initiatives will help in
improving digital literacy and there will be a development of sound and stable digital
infrastructure. Various digital initiatives in different sectors like Health, Education, E-
prisons, Agriculture and Digital Payment have been covered. Certain initiatives taken
by the government in some of the major areas are:

Health

The government has taken certain digital initiatives in the health sector:

E-Raktkosh: It is a centralized blood bank management system which
digitizes blood banks, where one can easily find nearest blood banks, check
blood availability and volunteer them in various blood camps. This is also
available in the form of a mobile application (E-RaktKosh:Centralized Blood
Bank Management System, n.d.). Another application is designed by the e-
raktkosh team i.e., ‘e-Blood Services’ and the purpose is that, “Many people
require blood related services regularly because of certain medical conditions
in their families. Through this app, four units of blood can be requisitioned at a
time and the blood bank will wait for as long as 12 hours for the person to
collect it. This app makes it easy for those in need to request for blood units at
IRCS NHQ.”(Blood Donation App ‘e-BloodServices’ Launched by Union Health
Minister, Government News, ET Government, n.d.)

*
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° Kilkari: It is a mobile health education service. It provides information to
pregnant women, lactating women and their families about maternal and child
health. Subscribers of this service receive pre-recorded calls linked to the
women’s stage of pregnancy, which covers the most critical time i.e., 2™
trimester of pregnancy until the child is born and is one year old (Kilkari —
ARMMAN - Helping Mothers and Children, n.d.).

. ORS Patient Portal: Online Registration System (ORS) provides patients
various services such as online registration, appointment of the doctor,
information regarding availability of blood in the hospital, online viewing of their
diagnostic reports, etc. in various public hospitals in India (ORS Patient Portal,
n.d.).

° MCTS (Mother and child tracking system): It is a web-based application
available on e-GOV app store, which keeps a track of all the services delivered
or due related to regular checkups of preghant women and immunization of
their children. This app sends regular alerts to the beneficiaries as well as
service providers regarding the due date of services(Mother and Child
Tracking System (MCTS) | e-Gov AppStore, n.d.)(E-Health Initiatives, n.d.).

Education

NMEICT (National mission on education through information and
communication technology) has been launched by the government to promote digital
learning and make the best possible resources available to the learners in the country
and that too free of cost. Under this program certain initiatives has been taken:

. SWAYAM (Study webs of active learning for young aspiring minds): It
offers a MOOC (massive open online course) course which covers various
subjects from class 9™ to post-graduate level. These courses are divided into
four quadrants i.e., reading material, discussion forums, video lectures and
quiz for self-assessment.

. SWAYAM-Prabha: It is an initiative to make learning resources available to
those areas where internet is not available through the medium of DTH
(DIRECT TO HOME) across the country on 24*7 bases. It includes 34 high
guality educational channels.

. National digital library (NDL): It is a virtual repository of learning resources
which covers almost all the domains of education. It is useful for almost all
major levels of learners. It is available through mobile apps too.

o E-Yantra: It provides open source content for all the learners and teachers
across engineering colleges in India to enable learning regarding robotics and
embedded systems.
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° Virtual Labs: This project is developed to create a simulation environment to
perform web-enabled remote experiments.

° Some other initiatives in the field of education are:

. Vidwan: It is the database that contains the records of scientists, researchers

and faculty members that are working in the leading institutions in India. It also
provides details about the background, experience, contact address and
scholarly publications of the experts.

° DigiLocker: It is a personal storage space linked with the Aadhaar card of a
person. It eliminates physical documentation by facilitating issuance and
verification of certificates in a digital way.

. E-Shodh Sindhu: It is an initiative which provides access to various peer-
reviewed journals, bibliographic and citation databases in different disciplines
to those who belongs to the academic community in the country.(Various
Initiatives Have Been Taken to Promote Digital Learning under ‘National
Mission on Education through Information and Communication Technology’
(NMEICT), n.d.)(28 Digital Initiative of Government of India in Higher
Education, n.d.).

E-Prisons

This portal helps in integrating all the activities related to prisoners and
prisoner management. It provides real-time information about those inmates that are
lodged in the prison to the prisoner officials and personnel’s that are involved in the
criminal justice system. People can also make online registration of visit requests.
This portal also facilitates grievance redressal. The portal consists of three main
elements:

° E-Prisons MIS (Management information system): It is used for regular
activities carried out every day inside the prison.

o NPIP: National prison information portal provides statistical data of various
prisons in the country to the citizens. Citizens can apply for a visit request to
meet their ward inside the prison and can also submit grievances through this
portal. It also provides inmate tracking facilities to various investigating
agencies in a much secured way.

. Kara Bazaar: This portal showcases various products manufactured by the
inmates in various prisons of the country for selling purpose. (E-Prisons |
Official Website of e-Committee, Supreme Court of India | India,
n.d.)(Welcome to National Prison Portal, n.d.).

Agriculture

Indian Government has launched certain applications (web based) for the
betterment of farmers:
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Crop Insurance: With the help of this application farmers can protect
themselves against the loss of their crops which can happen due to any
natural disaster such as flood, drought etc. This app provides information
about the amount of premium to be paid on the basis of area covered, normal
sum assured, extended sum assured, any subsidies notified, etc. (Crop
Insurance: Application Form | National Government Services Portal, n.d.).
Agrimarket: This application provides farmers information regarding the
current market prices of their crops, crop insurance details and any other
information posted from the side of any government official regarding
agriculture. The information regarding the prices of crops is available to
farmers from the markets which are within 50 km from their location
(AgriMarket App - Govinfo.Me, n.d.).

Kisan Suvidha: This application provides information to the farmers regarding
critical parameters such as:

=  Weather

= Market prices

= Agro-advisory

= Extremeweather alerts
= Dealers

» Pesticides

» Fertilizers

= Farm machinery

= Cold storages and warehouses
= Veterinary centers

= Diagnostic labs

PUSA Krishi: This app will help farmers to increase their returns by providing
them information about the technologies developed by Indian Agricultural
Research Institute (IARI) from time to time. This also helps in nurturing agri-
startups and agri-incubators(Pusa Krishi — Empowering Indian Agriculture
Innovation, n.d.).

Digital Payment

The government has launched three key digital payment initiatives recently:

UPI Lite: It is enabled on BHIM App. This will enable users to make
transactions of small-value in a near offline mode which will decrease the debit
load of a core banking system, which will enhance user experience and will
improve the success rate of transactions further. The maximum limit of
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transaction shall be 200 rupees and the overall limit of balance shall be 2000
rupees at any point in time(UPI Lite | BHIM, n.d.). The UPI Lite digital payment
system can be used by the customers of eight banks i.e.(UPI Lite among Key
Digital Payment Initiatives Launched: Here’s How It Works | Mint, n.d.),

= Canara Bank

= HDFC Bank

= Indian bank

= Kotak Mahindra Bank

= Punjab National Bank

= State Bank of India

= Union Bank of India

= Utkarsh Small Finance Bank

Bharat Bill Pay (Cross-border bill payments): This will enable the non- resident
Indians residing outside India (but maintain their home in India) to make cross-
border bill payments easier. The central bank said in a notification that, “...it has
been decided to allow foreign inward remittances received under the rupee
drawing arrangement (RDA), to be transferred to the KYC compliant bank account
of the biller (beneficiary) through Bharat Bill Payment System (BBPS).” (RBI
Enables Cross-Border Bill Payments via BBPS. The Financial Express, n.d.).

RuPay Credit Card on UPI-NPCI (National Payment Corporation of India):
has launched a feature to link RuPay credit cards to the UPI (Unified payment
interface) which means that a person no longer needs POS (point of sale)
terminals to use a credit card in a shop. A consumer can simply scan a QR
code at a merchant outlet and pay via credit card with the help of UPI app
(RuPay Credit Card on UPI, n.d.).
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